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Abstract
Online video piracy (OVP) is a contentious topic, with strong
proponents on both sides of the argument. Recently, a number of illegal websites, called streaming cyberlockers, have
begun to dominate OVP. These websites specialise in distributing pirated content, underpinned by third party indexing
services offering easy-to-access directories of content. This
paper performs the first exploration of this new ecosystem. It
characterises the content, as well the streaming cyberlockers’
individual attributes. We find a remarkably centralised system
with just a few networks, countries and cyberlockers underpinning most provisioning. We also investigate the actions of
copyright enforcers. We find they tend to target small subsets
of the ecosystem, although they appear quite successful. 84%
of copyright notices see content removed.

1

Introduction

Online Video Piracy (OVP) has been the focus of an increasing debate over the past years.Entire political movements
have emerged around the idea that content should be freely
available (Miaoran 2009), whilst lobbyists consistently argue that dire consequences exist. For example, CBP reported that piracy costs the US economy over 750,000 jobs,
and between $200-250B per year (Raustiala and Sprigman
2012). Regardless of one’s stance, it is undeniable that OVP
constitutes a major web traffic generator (Monitor 2011;
Elder 2016), and creates significant interest from users, law
enforcers and the creative industries alike.
Traditionally, online piracy was dominated by decentralised peer-to-peer (P2P) systems such as Gnutella and
BitTorrent. However, these have since been surpassed by
a new breed of more centralised service allowing users to
stream pirated content directly from YouTube-like websites
— so called streaming cyberlockers. These streaming cyberlockers have gained huge traction. For example, many
prominent portals are in the Alexa Top 1K, e.g. openload.co,
thevideo.me and vidzi.tv. Their ease of use attracts a large
number of users and the difficulties law enforcers encounter
when detecting user identities provides viewers with relative
safety from prosecution. Organisations such as the Motion
Picture Association of America (MPAA) have, therefore,
shifted their efforts towards shutting down the cyberlockers
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themselves. Examples of prominent shutdowns witnessed
in this paper include allmyvideos.net, vidbull.com and vodlocker.com.
Although similar to typical social video platforms, these
streaming cyberlockers address a very different need. They
employ few, if any, copyright checks and utilise evasion tactics to avoid detection. For example, they often curate content on their front-pages to appear legitimate and disable
search to prevent visitors from looking up videos. This has
created an interesting ecosystem where cyberlockers depend
on third party (crowd-sourced) indexing websites that create
a searchable directory of direct links (URLs) to the videos.
These two types of website operate hand-in-hand with a
symbiotic relationship, collectively underpinning a global
network of online piracy.
To date, little is known about this emerging ecosystem.
Its exploration, however, could reveal a range of insights regarding how large-scale copyright infringement takes place.
This raises several particularly interesting questions, including: what type of copyright content is shared? What are
the dynamics regarding both content and website appearance/disappearance? What web hosting characteristics are
commonly seen and how resilient are they? How are these
websites pursued by copyright enforcers and how do the
websites react?
To answer these questions we exploit several measurement methodologies (§3), acquiring evidence of the characteristics exhibited in this domain. As it would be impossible to inspect the entire copyright infringement ecosystem,
we have taken a slice of 3 prominent indexing sites, as well
as 33 different cyberlockers. Between January and September 2017 we performed monthly crawls, collecting all published videos on these indexing sites. In parallel, we have
scraped their related cyberlockers, collecting data on each
video, including its availability and where it is hosted. To
complement this data we further gathered metadata on the
videos themselves, e.g. release date and genre. Finally, we
have monitored legal take down notices, allowing us to understand the reaction of the cyberlockers to complaints.
We begin our analysis by exploring the streaming links
shared on indexing sites (§4). We find a set of web platforms
actively involved in aggressive copyright infringement. Predominantly content is made up of recently released Drama,
Comedy, Thriller, and Action films. However, we also ob-

