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Abstract

Vulnerability management relies on databases that record, clas-
sify, and disseminate information on software weaknesses. The
National Vulnerability Database (NVD), the Chinese National Vul-
nerability Database (CNVD), and the Japanese Vulnerability Notes
Database (JVNDB) are three prominent resources, each reflecting
distinct regional and institutional contexts. NVD, maintained by
the U.S. National Institute of Standards and Technology (NIST),
provides a globally standardized framework. CNVD, managed by
the China Information Technology Security Evaluation Center (CNIT-
SEC), emphasizes Chinese software and incidents, often publish-
ing disclosures rapidly. JVNDB, jointly operated by JPCERT/CC
and the Information-technology Promotion Agency (IPA) of Japan
since 2007, aggregates vulnerabilities reported by Japanese ven-
dors, the JVN portal, and NVD, with content offered in both Japan-
ese and English to serve domestic industries.

Despite their shared mission, differences in reporting pipelines,
severity scoring, classification methods, and timeliness complicate
consistent cross-database comparison. This paper provides a com-
parative analysis of NVD, CNVD, and JVNDB, examining their re-
porting processes, data schemas, coverage, and information qual-
ity. Our findings reveal that CNVD prioritizes rapid disclosure but
with limited structural detail, NVD offers comprehensive and stan-
dardized metadata with slower updates, and JVNDB blends NVD
imports with Japan-origin reports, contributing localized coverage
while facing challenges of language and metadata consistency. We
argue that adopting a regional framing allows researchers to ex-
ploit complementary strengths: NVD for global standardization,
CNVD for rapid Chinese coverage, and JVNDB for Japan-specific
insights, creating a more holistic view of the global vulnerability
landscape.

CCS Concepts

« Security and privacy — Usability in security and privacy.
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1 Introduction

Vulnerability databases play a critical role in connecting those who
discover security flaws with those responsible for remediation. These
databases catalog vulnerabilities in a structured or hybrid format,
providing details such as severity scores, affected products, and
technical classifications. This information helps practitioners as-
sess risks, prioritize patches, and strengthen system defenses. Among
these databases, the National Vulnerability Database (NVD), the
Chinese National Vulnerability Database (CNVD), and the Japan-
ese Vulnerability Notes Database (JVNDB) are three widely used
repositories that support vulnerability assessment and tracking.
Although all serve a similar purpose, they differ substantially in
structure, scope, and reporting priorities: NVD provides a glob-
ally standardized reference enriched with schema-based metadata,
CNVD emphasizes rapid reporting of Chinese vulnerabilities with
less structured detail, and JVNDB, which JPCERT/CC and IPA op-
erate, offers a schema-rich database aligned with NVD while ag-
gregating both domestic disclosures and imported CVE data. These
contrasts shape their utility for research and operational security,
particularly when consistency, timeliness, and regional coverage
are in tension. As these databases are increasingly used together in
empirical studies and operational tooling, they are often implicitly
treated as interoperable sources of vulnerability data. Whether this
assumption holds given their differing schema designs, reporting
workflows, and regional priorities remains largely unexamined.
The Chinese National Vulnerability Database (CNVD), operated
by the China Information Technology Security Evaluation Center
(CNITSEC), prioritizes rapid vulnerability processing. It operates
independently of the CNA (CVE Numbering Authorities) network
and reflects policy coordination within China's domestic cyberse-
curity governance structure. According to China's cybersecurity
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law [13], vendors “... shall immediately take remedial measures,
promptly inform users, and report to the relevant regulatory au-
thorities as required” when “... security defects, vulnerabilities,
or other risks are identified in their network products or services.”
This regulatory emphasis on immediacy directly shapes CNVD's
operational model. As a result, CNVD uses a centralized reporting
process to verify vulnerabilities under strict timelines. Although
CNVD adopted a less structured schema, it contains many unique
vulnerabilities in Chinese-developed software and systems not present
in NVD. This focus supports CNVD's primary function of respond-
ing quickly to issues in regional software, critical infrastructure,
and government systems.

The Japanese Vulnerability Notes Database (JVNDB), jointly op-
erated by JPCERT/CC and the Information-technology Promotion
Agency (IPA) since 2007, provides a third major repository in the
global vulnerability landscape. JVNDB follows a schema-rich model
similar to NVD through its JVN iPedia platform. It also provides
machine-consumable feeds such as JVNRSS and VULDEF, support-
ing automated integration. Although JVNDB is closely tied to the
CVE ecosystem, it is not a simple mirror of NVD. It includes Japan-
origin vulnerabilities not recorded in NVD, validated through affected-
system analysis that highlights domestic vendors such as Hitachi.
JVNDB therefore serves a dual role: as a CVE-aligned, schema-rich
database comparable to NVD and as an original source of region-
specific vulnerability data tailored to Japanese industries.

Several other national vulnerability databases exist, including
South Korea's KR-CERT, France's CERT-FR, Germany's BSI CVE
database, and Russia's FSTEC. Most of these closely follow the CVE
ecosystem and adopt standardized schemas, but publish only lim-
ited unique entries. This contrast highlights how regional priori-
ties shape the usability and integration of vulnerability data.

While most cybersecurity studies rely on NVD as a global stan-
dard for vulnerability reporting [1, 2, 24], recent work has begun
to incorporate CNVD as a complementary source. Several stud-
ies [3, 4, 31, 32], particularly from Chinese researchers, have used
both CNVD and NVD to document vulnerabilities in specific soft-
ware ecosystems, such as embedded systems [3, 4, 32] and mobile
applications [31]. This growing academic use underscores CNVD's
regional relevance and raises broader questions about the compa-
rability and integration of national vulnerability databases. In par-
allel, JVNDB has gained importance within Japan as a schema-rich
repository operated by JPCERT/CC and IPA. Although less rep-
resented in international research, JVNDB provides CVE-aligned
metadata similar to NVD while also incorporating original disclo-
sures from domestic vendors. Together, these trends highlight the
need to examine localized reporting practices beyond the dom-
inant NVD-centric perspective and to understand how national
databases differ in structure, reporting methodology, and cover-
age.

Understanding how these differences affect analysis is critical
for researchers who combine data from multiple sources, especially
when evaluating vulnerability trends or system exposure. Yet no
systematic, large-scale comparison, tri-national comparison has ex-
amined how NVD, CNVD, and JVNDB diverge in schema design,
reporting methodology, and coverage. We address this gap through
a focused tri-database investigation.
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This paper undertakes a comparative analysis of the NVD, CNVD,
and JVNDB databases. We collected and analyzed over 500,000 en-
tries covering the period from December 2014 to January 2024 across
three databases, providing a comprehensive dataset for this study.
While the use of CNVD in recent studies suggests CNVD provides
unique insights into vulnerabilities that may not be covered in
NVD, our inclusion of JVNDB demonstrates how regional databases
contribute both schema-aligned structure and localized disclosures.
A detailed examination of all three databases is crucial to under-
standing their respective strengths and limitations, enabling more
informed and comprehensive cybersecurity practices. Our research
aims to provide actionable advice for researchers and practition-
ers on incorporating CNVD and JVNDB alongside NVD, ensuring
findings remain robust, comparable, and regionally aware.

In summary, this paper makes the following contributions:

» We present the first large-scale, tri-national comparison of
NVD, CNVD, and JVNDB, examining over 500,000 vulnera-
bility records.

» We quantify how schema design, severity scoring practices,
and reporting workflows shape cross-database interoperabil-
ity, reproducibility, and empirical security analysis.

» We identify systematic discrepancies in severity assessment,
disclosure timing, and product attribution that arise when
databases are jointly used.

» We derive practical guidance for researchers and practition-
ers to responsibly combine regional vulnerability databases
without introducing hidden bias.

2 Background

In this section, we provide foundational context for our compara-
tive analysis of NVD, CNVD, and JVNDB.

2.1 Schema Overview of NVD, CNVD, and
JVNDB

The National Vulnerability Database (NVD) is one of the most com-
prehensive and widely used vulnerability databases. It enriches en-
tries from the Common Vulnerabilities and Exposures (CVE) sys-
tem by adding structured fields such as Common Platform Enumer-
ation (CPE), Common Weakness Enumeration (CWE), and Com-
mon Vulnerability Scoring System (CVSS) severity scores. These
standardized elements enable consistent classification, automated
comparison, and large-scale analytics, making NVD a valuable foun-
dation for vulnerability tracking and academic research.

The Chinese National Vulnerability Database (CNVD) empha-
sizes rapid processing of vulnerabilities, particularly those affect-
ing domestic Chinese software and infrastructure. In addition to
incorporating NVD-reported vulnerabilities for international soft-
ware, it also includes a large number of region-specific entries. CNVD
does not adopt standardized schema fields like CWE or CPE. In-
stead, metadata fields including “Type of Vulnerability” , “Prod-
uct” ,and “Reference Link” , are primarily recorded as free-form
text.

The Japanese Vulnerability Notes Database (JVNDB) serves as
Japan's national repository for vulnerability information. JVNDB
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provides structured metadata including CVSS scores, CWE classifi-
cations, publication timestamps, and a list of affected systems. Un-
like NVD, JVNDB does not provide standardized CPE identifiers. It
aggregates reports from domestic vendors, the JVN portal, and im-
ported CVE data, and distributes machine-readable feeds such as
JVNRSS and VULDEF to support automation and integration.

2.2 Reporting Processes of NVD, CNVD, and
JVNDB

The reporting workflows of NVD, CNVD, and JVNDB reflect dis-
tinct institutional priorities: standardization, responsiveness, and
regional integration.

NVD Reporting Process: NVD entries originate from the CVE
system, where vulnerabilities are first assigned identifiers by CVE
Numbering Authorities (CNAs). After assignment, NVD enriches
the entries by adding metadata. This process emphasizes structured
classification and integration and cross-compatibility but often re-
sults in longer processing times due to the layers of validation and
enrichment involved.

CNVD Reporting Process: CNVD emphasizes timeliness in its re-
porting model. It follows a centralized intake and review pipeline,
with a three-level verification system to ensure originality and the
existence of vulnerabilities despite varying accuracy. CNVD aims
to verify critical vulnerabilities within one working day and to no-
tify affected parties within three [6]. Unlike NVD, CNVD's meta-
data fields are not standardized and typically include unstructured
or inconsistently formatted values, complicating accurate attribu-
tion or comparison.

JVNDB Reporting Process: JVNDB integrates both international
and domestic sources. It imports CVE entries from NVD on a daily
(business-day) cycle, but also aggregates original disclosures from
Japanese vendors via the JVN portal. The reporting process follows
three stages: (1) aggregation from vendors, JVN, and NVD, (2) local-
ization into Japanese with English summaries added and vice versa
where available, and (3) publication via JVN iPedia and JVNRSS
feeds. For vulnerabilities sourced domestically, JVNDB often pub-
lishes faster than NVD. This dual role positions JVNDB as both a
regional aggregator and an original disclosure channel.

3 Methodology

In this section, we describe the methodology used to collect and
analyze data from NVD, JVNDB and CNVD. We outline the steps
taken to gather data, including the tools and processes used for ex-
traction, as well as the techniques used to compare the databases.

3.1 Data Collection Overview

Building on the schema overview in Section 2.1, this section de-
scribes the scope and process used to collect and prepare data from
NVD, CNVD, and JVNDB for comparative analysis.

We collected vulnerability records from all three databases cov-
ering the period from late 2014 to January 2024, focusing on their
related metadata. Due to differences in data availability and ac-
cess mechanisms, we discussed detailed data collection methodolo-
gies in the following subsections. Additional preprocessing steps,
including language normalization and schema-specific handling,
were applied as needed and are described in the corresponding data
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collection subsections. The overall data collection and preprocess-
ing workflow is illustrated in Figure 1. To promote transparency
and reproducibility, we commit to publicly releasing the cleaned
and standardized dataset.

3.2 NVD Data Collection

For the NVD analysis, we used multiple sources to ensure compre-
hensive CVE coverage:

« MITRE CVE API [21]: Provides authoritative CVE identifi-
cation and metadata, including reserved dates and CNA in-
formation. We used it to establish baseline entry data and
verify coverage.

NVD API [25]: Offers enriched CVE records with additional
references, severity scores, and metadata. This served as our
primary dataset for analyzing CVSS scoring, disclosure time-
lines, and cross-database comparisons. It also provides a full
CVE changelog, which is the source of our full CVSS and
CWE history data.
CVEProject GitHub Repository [9]: Mirrors MITRE CVE
records and includes commit histories, reserve dates, and
changelogs. We used it to extract disclosure timelines and
supplement missing date fields.

By combining these sources, we ensured consistency across CVE
entries, enabling analysis of scoring patterns, reporting timelines,
and differences in record structures between CNVD and NVD.

3.3 CNVD Data Collection

Our CNVD dataset was compiled using two sources: XML files and
web-scraped CVSS vectors. While CNVD provides XML datasets to
registered users [10], these files lack CVSS vector fields necessary
for severity analysis.

CNVD Data Collection: For the CNVD dataset, crawled and
cleaned the semi-public XML files provided by CNVD, which in-
clude descriptions, affected products, severity levels, and reference
links. Crawlers were configured with request delays to comply
with server restrictions. The resulting dataset supported compar-
isons across classification, severity, and timeline dimensions.
CVSS Vectors Extraction: To supplement missing severity data,
we scraped CVSS vectors directly from CNVD's vulnerability de-
tail pages [5], using CNVD IDs from the XML files. This included
Exploitability and Impact scores required for CVSS 2.0 base scores.
Web defenses blocked roughly 40% of initial requests, requiring
multiple crawling iterations. Our process ultimately achieved 95.4%
(111,243 / 116,607) coverage; remaining entries were inaccessible,
either removed or reserved by CNVD.

3.4 JVNDB Data Collection

Our JVNDB dataset was compiled through direct scraping of the
public web interface [14], as the monthly RSS feeds provided by
JVNDB do not contain the full schema, including specific CVSS
vectors and entry reserved date required for detailed analysis.

JVNDB Web Interface Scraping: Using automated crawlers, we
collected 223,690 entries from the JVNDB search portal. Each record
included titles, affected systems, CVSS vectors, CWE types, refer-
ences, and publication metadata. We configure crawlers with de-
lays to ensure compliance with access restrictions and to avoid
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Figure 1: Overview of Our Data Collection.

overwhelming the JVNDB servers. This allowed us to reconstruct
complete entry histories, including reserved dates not available via
the RSS feeds. Unlike CNVD, which suffered from partial cover-
age of CVSS vectors, JVNDB provided a standardized schema for
nearly all entries, reflecting JVNDB's more consistent schema de-
spite lacking CPE identifiers for product-level standardization.
Language Normalization: Since JVNDB primarily publishes meta-
data in Japanese and repalce English vendor and product names
with Katakana, we extracted all unique vendor and product tokens
and translated them into English using the Google Translate API.
These translations focused on proper vendor nouns and quantifiers
(e.g.,’above’, 'under’), ensuring accurate mapping without altering
technical semantics.

3.5 Analytical Techniques

To examine the data collected from NVD, CNVD, and JVNDB and
perform comparative analyses of the three databases, we used the
following techniques:

Dataset Separation and Cross-Comparison: To analyze the sim-
ilarities and differences, we divided the full dataset into subsets us-
ing the “CVE Number” field available in CNVD and JVNDB records.
Let C represent the CNVD dataset, IN represent the NVD dataset,
and J represent the JVNDB dataset. We define the subsets as fol-
lows:

(1) CNVD-NVD Intersection dataset (I = IN n C, 87,423
entries): CNVD entries that reference a CVE identifier also
found in NVD. For each matched entry, we merged corre-

sponding fields from both databases to support cross-comparison.

(2) JVNDB-NVD Intersection dataset (I; = N n J, 221,274
entries): JVNDB entries that reference a CVE identifier also
found in NVD. This subset represents 98.9% (221,274 / 223,690)
of JVNDB entries and captures JVNDB's alignment with the
CVE system and enables structural comparisons with NVD.

(3) CNVD-exclusive dataset (C,, = C — I, 23,820 entries):
CNVD entries without CVE identifiers or with CVEs not
found in NVD. These represent 21.4% (23,820 / 111,243) of
CNVD's dataset.

(4) JVNDB-exclusive dataset (J, = J—1, 447 entries): JVNDB
entries without CVE identifiers. These represent 0.2% (447 /
223,690) of JVNDB's dataset.

(5) JVNDB-sourced dataset (Js C I}, 1,969 entries): Certain
CVE entries are identified by NVD as reported by JVNDB.
These represent 0.8% (1,969 / 223,690) of JVNDB's dataset
and 0.8% (1,969 / 221,486) of NVD's dataset.

(6) NVD-exclusive dataset (N, = IN — (I u I}), 131,092
entries): NVD entries with no matching record in CNVD or
JVNDB. These account for 59.2% (131,092 / 221,486) of the
full NVD set.

This separation enabled focused analysis of both shared vulnerabil-
ities and entries unique to each database, while also highlighting
complementary regional coverage across CNVD and JVNDB.
CPE and Product Information Analysis: We examined how
product attribution differs across CNVD, NVD, and JVNDB to un-
derstand coverage gaps and schema compatibility. This matters for
identifying regional reporting focus and integration challenges in
cross-dataset analysis. For NVD, we relied on structured Common
Platform Enumeration (CPE) fields, while CNVD's unstructured
“Product” field required keyword matching to identify vendor and
product mismatches in the intersecting dataset. For JVNDB, which
lacks CPE identifiers, we extracted vendors from its “Affected Sys-
tems” list to approximate comparable product metadata. We then
cross-referenced unique entries in C,,, N, and J,, to highlight
CNVD's focus on Chinese software and hardware and JVNDB's em-
phasis on Japanese products not reported in NVD.

CWE and Vulnerability Type Analysis: To evaluate how CNVD
and JVNDB categorize vulnerabilities compared to NVD, we ana-
lyzed both structured CWE fields (NVD and JVNDB) and CNVD's
unstructured “Type of Vulnerability” labels. This analysis helps
assess each database's alignment with standardized classification
systems and identify areas where they diverge.

First, using the intersecting dataset I, we compared CWE dis-
tributions between CNVD and the full NVD set IN. A chi-squared
test identified CWE categories that appear disproportionately in
CNVD, highlighting differences in classification emphasis.

Second, we translated and tokenized CNVD's free-text vulnera-
bility types. Using frequent tokens linked to known CWE entries
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in I, we constructed keyword patterns to classify entries in C,,
that lack structured CWE fields. This mapping process allowed us
to infer CNVD's categorical focus and assess its compatibility with
standardized taxonomies like those in NVD.

Third, we examined JVNDB's standardized CWE field, which fol-
lows the same taxonomy as NVD. This enabled direct comparison
across CWE IDs. We measured deviations in I; (JVNDB-NVD in-
tersection), finding that most mismatches reflected outdated CWE
values rather than substantive differences. For entries in J,,, we
analyzed CWE distributions to detect unique emphases.

Together, these methods ensured the robustness of our vulnera-

bility type analysis across distinct schema structures.
CVSS Severity and Score Comparison: The CVSS base score rep-
resents a numerical severity rating derived from a vector of impact
and exploitability metrics, following the official formula provided
by NVD [22]. To compare how CNVD, JVNDB, and NVD assess
vulnerability severity, we analyzed differences in CVSS implemen-
tation and scoring. In summary, CNVD uses only CVSS 2.0, while
NVD includes multiple versions of scores. JVNDB reports CVSS
2.0 and CVSS 3.0, but does not yet adopt CVSS 3.1 or CVSS 4.0. To
clarify differences in metric definitions and semantics across CVSS
versions, Section A.2 in the Appendix summarizes the key changes
between CVSS 2.0, CVSS 3.0, and CVSS 3.1, as well as their adop-
tion across NVD, CNVD, and JVNDB.

We extracted CVSS vectors from C, J, and IN and computed
scores using the respective formulas [22]. Our analysis compares
CNVD's CVSS 2.0 ratings with the same CVSS version from NVD
to evaluate alignment and discrepancies, and evaluates JVNDB's
severity assessments across versions. We also examined individ-
ual CVSS components to identify scoring variations, particularly
where CWE category appears to influence evaluation choices or
where JVNDB diverges from NVD in adjusting scores.

Reporting Timelines: To evaluate the responsiveness of each
database, we measured the time taken to publish vulnerability en-
tries after initial reporting. For CNVD, we used the “submission”
and “publication” timestamps; for NVD, we relied on “reserved”
and “public” dates; and for JVNDB, we used the “entry reserved”
and “publish” dates. These paired fields allowed us to calculate av-
erage reporting and publication intervals across the three datasets:
Cexs Ney, Jex, and the intersection sets I and I ;. This comparison
highlights differences in how quickly CNVD, NVD, and JVNDB
process and release vulnerability information.

Reference Links Analysis: To evaluate the reference materials
provided by each database, we grouped reference links by their
effective top-level domain (¢eTLD+1) and examined their distribu-
tions. By analyzing the popularity of references, we identified dom-
inant sources used by each database and compared their reliance
on specific domains. We also examined CNVD's unique entries C,,,
and found that most entries lacked references. For JVNDB, we an-
alyzed its structured reference fields and vendor advisory links,
which provide more consistent metadata than CNVD. We then
compared the reference links across CNVD, JVNDB, and NVD to
better understand the coverage and extent of the unique sources
used by each database.
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4 Results

In this section, we present the comparison results between the
NVD, CNVD and the JVNDB. By analyzing their structural com-
ponents and associated data fields, we aim to highlight key differ-
ences and similarities that impact their usability for vulnerability
research and risk assessment.

4.1 Overview

To understand how CNVD, NVD, and JVNDB align and diverge
in coverage, structure, and reporting priorities, we began by align-
ing entries using shared CVE identifiers. This step enabled con-
sistent evaluation of shared and database-specific vulnerabilities.
Our dataset includes |IN| = 221,486 CVE records from NVD, |C| =
111,243 entries from CNVD, and |J| = 223,690 entries from JVNDB
as of January 2024. Among the CNVD entries, [Io| = 87,423 (78.6%,
87,423 / 111,243) are associated with a CVE number, correspond-
ing to 39.5% (87,423 / 221,486) of all NVD entries. JVNDB links
[L;| = 221,274 entries to CVE identifiers (98.9%, 221,274 / 223,690),
while contributing |J,.|+|Js| = 2, 416 original entries and 2,003 en-
tries unmatched to NVD under vendor-based matching. Although
JVNDB claims |J,| = 16,351 entries, only 447 truly lack CVE iden-
tifiers, and 1,969 entries sourced from JVNDB (i.e. Js) are already
reflected in NVD.

o NVD Total () 1 35,000
—e— JVNDB Total (J)
B JVNDB-NVD Intersection (1) = 30,000 %
—A— CNVD Total (C) £
B CNVD-NVD Intersection (I¢) 25,000 =
r 20,000 =
5]
B 415,000 &
E
B -1 10,000 Zg
B - 5,000
C 1 ! 10

| | | | | I | |
2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

Figure 2: Number of Entries Comparison Over the Years.

The dataset reveals notable temporal patterns: CNVD shows a
peak in reporting in 2020 and a sharp increase after 2022 in en-
tries referencing CVEs, while JVNDB maintains a high percentage
of CVE-linked entries across the year. Figure 2 shows the overall
figure of our dataset, including the distribution of CNVD entries
and JVNDB entries over the years, as compared to NVD, and the
proportion of unique or original entries in CNVD and JVNDB. The
following subsections analyze this dataset across six dimensions:
vulnerability classification (CWE), severity scoring (CVSS), prod-
uct identifiers (CPE or affected systems), reporting timelines, ref-
erence links, and the CNVD-specific IsEvent metadata flag. Each
dimension reveals systematic differences and structural asymme-
tries across NVD, CNVD, and JVNDB.
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Takeaway:

» Most CNVD and JVNDB entries align with NVD
through shared CVE identifiers.

« CNVD contributes substantial region-specific vulnera-
bilities beyond the CVE ecosystem.

+ JVNDB adds a smaller but structured set of Japan-origin
disclosures absent from NVD.

4.2 CWE and Vulnerability Type Comparison

Structured vulnerability classification helps security analysts and
developers organize security weaknesses and support mitigation
strategies. As described in Section 3.5, NVD and JVNDB employs
the standardized Common Weakness Enumeration (CWE) taxon-
omy, while CNVD relies on a non-standardized, free-text “Type
of Vulnerability” field. These discrepancies lead to confusion for
security analysts and complicate cross-database comparisons.

Our goal is to identify systematic differences and assess all the
databases'emphasis on vulnerability classes. Specifically, we ana-
lyze how CNVD and JVNDB import CVE entries from NVD to un-
cover potential import bias regarding CWE. On top of that, we as-
sess whether their exclusive entries reveal the same vulnerability
type distribution or demonstrate a different research focus.
Priorities in Shared and Imported Entries: While CNVD and
NVD share a large number of entries (i.e., |Io| = 87,423), CNVD
does not import all entries from NVD. Thus, a natural question is
whether CNVD imports entries from NVD at random or based on
specific CWE values indicating preferential treatment of vulnera-
bility types. To this end, with the null-hypothesis that CNVD im-
ports entries from NVD independent of their CWE value, we tested
this hypothesis by comparing I, against IN with the Chi-square
test.

Chi-square tests reveal considerable deviation and a strong cor-
relation between 4 CWE IDs (p < 0.01, |[R| > 10.0) and the like-
lihood that a corresponding CVE entry gets imported into CNVD,
revealing a bias toward importing memory corruption vulnerabil-
ities with CWE IDs that are hierarchical descendants of CWE-119,
including CWE-416 and CWE-125. This suggests CNVD's contin-
ued emphasis on memory-related weaknesses, potentially reflect-
ing prioritization or faster ingestion of these entries from NVD.

For JVNDB, despite its use of the same CWE standard as NVD
J
(1% =

and a majority of its entries being shared with NVD

99.80%), an initial comparison revealed 38,010 (16.9%, 38,010 / 223,690)

entries in I ; with mismatched CWE classifications. To understand
the nature of these discrepancies to determine if they represented
a strategic difference in classification or a more benign administra-
tive issue , we cross-referenced mismatched CWE IDs with NVD's
full history, taking into account the historically removed or added
by CWE in NVD. It revealed that the vast majority of mismatches
were simply cases of JVNDB using a deprecated CWE that NVD
had since updated, leaving only 2,732 true classification differences.
The result indicates that the issue is primarily an administrative
lag rather than an active strategic bias.

Distinct Focus in Unique, Original Entries: The analysis of
CNVD's unique entries (C,y) is challenging as these entries lack
formal CWEs and rely on CNVD's internal free-text classification
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Figure 3: Top tokens in CNVD unique and intersect entries.

system. Despite these challenges, analyzing these unique entries is
crucial for understanding CNVD's independent research focus and
regional priorities. To do this, we leveraged the shared set (I) to
find reliable token combinations in CNVD's free-text that mapped
strongly to specific CWEs. Leveraging the empirical discovery that
all CNVD vulnerability type descriptions contain a consistent syn-
tactic pattern describing the type of vulnerability in their first Chi-
nese sentence, we extracted and translated the first sentence of
each description using regular expressions to ensure accurate to-
kenization. This approach prevents fragmentation of multi-word
terms (e.g., “denial of service” being split) before translation. We
then tokenize these translated vulnerability type descriptions for
frequency analysis.

During the frequency analysis, we picked the I entries con-
taining the top 34 CWEs covering more than 80% of I~ entries. We
grouped these entries by enumerating all distinct token combina-
tions found in their translated text and calculated the proportion of
token combinations occurrences in each group that corresponded
to a single CWE. This grouping process yielded only three highly
reliable (i.e., token combination occurrence in a CWE group > 90%)
mappings, including “SQL Injection” which corresponded to CWE-
89 with 95.4% (3,209 / 3,362) accuracy.

Using these validated token combinations as proxies, we con-
ducted a frequency analysis and compared their distributions across
both sets, as visualized in Figure 3. The results revealed a stark con-
trast: “SQL Injection” was found in 26.9% of unique entries versus
only 3.7% of shared entries. Conversely, the “Buffer Overflow” com-
bination related to CWE-119, a category CNVD prioritizes when
importing, appeared in only 1.5% of its original reports. We also no-
tice the “Denial of Service” token combination “Denial” and “Ser-
vice” frequently (9.3% in I, vs. 5.8% in C,,), widely used by CNVD
for availability issues and spans across several unrelated CWEs in-
cluding CWE-476 (43.8%) and CWE-20 (33.4%).

We manually verified all token combinations discussed above
(e.g., “Denial” and “Service”) correspond exactly to their Chinese
equivalents (e.g., “JE4i % 557 - “Denial of Service”) in every entries
of our dataset to ensure semantic accuracy for the analysis.

The analysis of JVNDB's unique, original entries was facilitated
by its use of standardized CWE data. Analyzing these unique en-
tries provides clear insight into Japan’s regional cybersecurity fo-
cus, and the standardized data allows for a straightforward quan-
titative approach. A frequency count and ranking of the CWE IDs
present in the limited set of available original JVN entries Jg + Jox
revealed a primary focus on CWE-79 (Cross-Site Scripting) at 28.0%
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(551 / 1,969). Additionally, for the subset Jg of JVN-originated en-
tries that later received a CVE ID, we performed a differential anal-
ysis by comparing the CWEs assigned by JVNDB against those pro-
vided by NVD. This showed that JVNDB frequently adds its own
classifications, most notably the deprecated CWE-264 (Access Con-
trol), which it added in 17.5% (266 / 1,522) of cases.

Takeaway:

« CNVD preferentially imports memory corruption vul-
nerabilities (CWE-119 family) from NVD.

« CNVD's original reports emphasize SQL injection, but
are obscured by unstructured free-text labels.

» JVNDB closely aligns with NVD, with most CWE mis-
matches caused by delayed updates to deprecated iden-
tifiers.

4.3 CVSS Severity and Score Comparison

Understanding how vulnerabilities are scored is essential for pri-
oritizing cybersecurity risks. As described in Section 3.5, our anal-
ysis allows us to examine not only how reginal databases aligns
with NVD's scoring, but also how its use of mixed CVSS versions
influences severity evaluation.

CNVD CVSS Evaluation: CNVD exclusively reports severity scores
using CVSS 2.0, which allows direct comparison with NVD but
limits compatibility with newer scoring standards. In the intersec-
tion dataset I -, we observed that 63.4% (55,427 / 87,423) of entries
are scored higher in CNVD than in NVD, with an average differ-
ence of 1.5-2.0 points on the 10-point scale. These discrepancies
are not uniformly distributed across vector components: CNVD
frequently lowers attack complexity (e.g., AC:M—L in 8,989 cases,
11.4% (8,989 / 87,423) of I o), upgrades authentication to None (Au:S—N
in 3,752 cases, 4.8% (3,752 / 87,423) of I ), and assigns higher con-
fidentiality or integrity impacts in at least 18.8% (16,436 / 87,423)
of entries. Together, these patterns indicate a consistent tendency
toward elevated severity assessments.

Grouping mismatches by CWE revealed systematic clustering

around a small subset of vulnerability types. The most common cat-
egories include CWE-79 (Cross-Site Scripting), CWE-119 / CWE-
787 (Buffer Overflows), and CWE-20 (Improper Input Validation).
Within these classes, specific vector shifts are recurrent—for ex-
ample, Authentication downgrades (S—N) in 17.6% (990 / 5,625)
of CWE-79 mismatches and Access Complexity reductions across
multiple CWE categories. These findings suggest CNVD conducts
independent scoring rather than copying NVD, often interpreting
vulnerabilities as easier to exploit or more impactful. However,
whether these adjustments reflect deeper technical review or un-
documented editorial policy remains unclear.
JVNDB CVSS Evaluation: Unlike CNVD, JVNDB reports sever-
ity scores using both CVSS 2.0 and CVSS 3.0, but has not adopted
CVSS 3.1 or CVSS 4.0. This dual use allows us to evaluate align-
ment with NVD across both versions.

First, we compared CVSS 2.0 vectors between JVNDB and NVD
in the intersection dataset I ;. We observed 5,123 differing vectors,
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of which 3,020 reflect “true” adjustments rather than stale or out-
dated values; 1,606 of these were Japan-sourced entries. The pri-
mary adjustments involved lowering attack complexity (e.g., AC:H—M
or AC:L—M) and upgrading impact metrics (A, C, I from partial to
complete). These adjustments were most strongly associated with
CWE-79 (Cross-Site Scripting), CWE-352 (Cross-Site Request Forgery),
and CWE-119 (Memory Corruption).

Second, for CVSS 3.0, JVNDB showed 6,744 differing vectors
compared to NVD, but 6,579 of these were true adjustments. Of the
remaining matches, 4,536 entries were found to replicate NVD's
CVSS 3.1 vectors while still labeled as CVSS 3.0, suggesting incom-
plete version adoption. Importantly, all 1,224 JP-sourced entries
represented original assessments rather than copies.

Finally, JVNDB's adoption of CVSS 3.0 provides better granular-
ity than CNVD's reliance on CVSS 2.0. However, lagging adoption
of CVSS 3.1 (with 112,213 corresponding entries in NVD already
updated) and continued reporting of CVSS 2.0 in 477 entries where
NVD uses CVSS 3.x highlights its slower pace in updating to newer
standards.

Takeaway:

« CNVD systematically assigns higher CVSS 2.0 scores
than NVD through consistent vector adjustments.

« JVNDB largely aligns with NVD, but applies selective
severity adjustments such as lower attack complex-
ity and raises impact scores, especially for web and
memory-related vulnerabilities.

» Mixed and delayed adoption of newer CVSS versions in
both regional databases introduces comparability chal-
lenges across databases.

4.4 CPE and Products Comparison:

Identifying affected vendors and products is essential for reliable
vulnerability tracking. As detailed in Section 3.5, we compared NVD's
structured CPE fields with CNVD's free-form “Product” labels and
JVNDB's “Affected Systems” list using keyword matching to de-
tect attribution mismatches across Cey, Ney, Jex, I, and L.
Vendor Mismatches in Shared Entries: In dataset -, we identi-
fied vendor mismatches by extracting vendor keywords from CNVD
entry descriptions and comparing them with the vendor compo-
nent of NVD's CPE field. Using this method, we found that 25.9%
(22,643 / 87,423) of aligned entries show vendor mismatches. These
fall into two primary categories.

The first category of vendor mismatch involves attribution in-
consistencies, often related to downstream packaging. For exam-
ple, NVD commonly assigns Debian as the vendor when vulner-
abilities affect software distributed through Debian packages. In
contrast, CNVD attributes the same vulnerabilities to upstream de-
velopers such as Google (401 entries), Linux (78), or Wireshark (72).
These discrepancies reflect differing assumptions about whether
vendor labels should follow distributors or original developers.

The second category of mismatch arises from structural confu-
sion between platforms, products, and vendors. CNVD frequently
assigns vulnerabilities in WordPress plugins to “WordPress” as the
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vendor, whereas NVD correctly attributes them to plugin develop-
ers such as BestWebSoft, NinjaForms, or Icegram. This overgener-
alization reduces attribution precision and obscures responsibility.

For JVNDB's intersecting dataset I 7, we observed additional mis-
matches linked to scope and localization differences. For instance,
NVD's legacy label “sun” is aligned with JVNDB's “oracle,” while
NVD's umbrella vendor ‘“apache” is split into more granular en-
tries in JVNDB such as “s2struts” or localized Japanese entities
like “4FEIEEFIGEEITEN.” These are not clerical inconsisten-
cies but scope divergences, reflecting differences in historical ven-
dor naming, granularity of attribution, and localization practices.
Such scope differences complicate automated matching and em-
phasize the need for normalization across vendor labels.

Vendor Divergence in Exclusive Entries: Our analysis of datasets
Cey, Ny, and J,, reveals substantial divergence in vendor cover-

age and market focus. C,, entries are disproportionately associ-

ated with region-specific software, particularly Chinese CMS plat-

forms such as SEMCMS, SEACMS, and YCCMS, accounting for

72.72% (17,322 / 23,820) of C,,. These records are highly concen-

trated around domestic ecosystems. NVD-exclusive entries (IN,,)

involve international vendors, open-source projects, and widely

deployed infrastructure tools, reflecting its global scope.

For J., entries, missing CVEs are concentrated among Japan-
ese vendors, with Hitachi (243), uCosminexus (179), and Interstage
(57) among the top cases. Even global vendors such as Microsoft
(36) and Intel (35) appear in JVNDB's missing CVE list, indicating
incomplete mapping beyond domestic ecosystems. Overall, J,, en-
tries highlight its role in documenting Japan-origin products, while
mismatches in scope and vendor naming remain a barrier to auto-
mated integration.

Takeaway:

« Vendor attribution differs substantially across databases
due to schema and scope choices.

« CNVD's free-text product labels introduce ambiguity
and frequent vendor mismatches.

« JVNDB provides structured affected systems but lacks
CPEs, complicating automated alignment.

4.5 Timeliness Comparison

The timeliness of vulnerability disclosure plays a critical role in vul-
nerability management, risk assessment, and empirical research.
Earlier public disclosure supports prompt remediation and enables
accurate longitudinal analysis, while faster processing times im-
prove vendor responsiveness. As described in Section 3.5, our anal-
yses use the Coy, Ny, Jex, paired with I and I datasets to com-
pare reporting and publication patterns across CNVD, JVNDB and
NVD.

Public Disclosure Timing: We first evaluate when vulnerabil-
ity information becomes publicly available. For CNVD, although
the calculated average disclosure dates suggest earlier publication
than NVD, this impression is driven by extreme outliers. Interquar-
tile analysis (IQR = -37 to -4 days) shows that for the majority of
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overlapping entries, NVD discloses vulnerabilities several days be-
fore CNVD (Figure 4a). Thus, CNVD's faster internal turnaround
rarely translates into earlier public disclosure.

JVNDB shows a different pattern. From 2014-2019, JVNDB pub-
lished on average 42 days earlier than NVD. However, since 2020,
it has slowed considerably, trailing NVD by an average of 323 days.
The IQR for JVNDB lags (-1350 to 706 days) is far wider than CNVD,
reflecting clusters of severely delayed publications that emerged
only after 2020 (Figure 4b). These trends indicate a shift from earlier-
than-NVD publication in the pre-pandemic period to substantial
disclosure delays in recent years.
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Figure 4: Time Difference Distribution.

Report-to-Disclose Delay (Processing Speed): Next, we mea-
sure internal processing time, defined as the delay between ini-
tial report date and public disclosure. Here, CNVD consistently ex-
hibits the shortest delays across both CVE-linked and exclusive en-
tries, reflecting its mandate for rapid verification and notification.
NVD shows longer and more variable processing delays, peaking
between 2017-2020 before stabilizing in recent years. JVNDB origi-
nally outpaced NVD for Japan-origin vulnerabilities, with J,, and
Js entries showing near-immediate disclosure (Q3 = 0 days). Since
2020, however, JVNDB has slowed in synchronizing CVE-imported
entries, now trailing NVD for this subset.

Observed Patterns and Likely Causes in Post-2020 Report-
ing Shifts Across Databases: The reporting shifts observed af-
ter 2020 reflect divergent operational roles and adaptive strategies
rather than abrupt changes in disclosure intent. NVD demonstrates
strong resilience throughout the pandemic period (2020-2022), main-
taining stable processing times and near-complete enrichment of
incoming CVEs despite increased submission volume. While the
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nature of vulnerabilities shifted toward network-accessible and remote-
attack surfaces during this period [26], NVD's central role in CVE
coordination and infrastructure upgrades (e.g., the introduction of
API keys in 2021 [23]) enabled consistent public disclosure with-
out a significant backlog.

In contrast, JVNDB exhibits a marked post-2020 increase in pub-
lication delay relative to NVD, concentrated primarily in CVE-imported
entries rather than Japan-origin vulnerabilities [16-19]. This selec-
tive slowdown suggests a reprioritization of domestic disclosures
and increased validation overhead for imported records, likely am-
plified by pandemic-era constraints and the growing volume of
CVEs. Despite this lag, JVNDB continues to ingest large numbers
of NVD-derived vulnerabilities, indicating sustained alignment with
upstream reporting rather than disengagement.

CNVD shows a different pattern: a spike in reporting volume
around 2020, while internal processing times remain consistently
short. However, CNVD rarely discloses vulnerabilities publicly ear-
lier than NVD, indicating that its rapid intake translates into data
propagation rather than primary global disclosure. Since 2020, CNVD
has increasingly linked entries to CVE identifiers, consistent with a
shift in submission composition toward externally published CVE/NVD
records during periods of heightened reporting activity. Overall,
CNVD's changes are volume- and intake-driven, JVNDB's delays
reflect selective synchronization tradeoffs, and NVD remains the
most stable reference point for public disclosure timing.

Takeaway:

« CNVD exhibits the fastest internal processing, but
rarely discloses vulnerabilities earlier than NVD.

« NVD remains the most consistent leader in public dis-
closure timing due to its central coordination role.

« JVNDB is highly responsive for Japan-origin vulnera-
bilities, but since 2020 shows increasing delays in CVE-
imported entries.

+ Post-2020 timing differences reflect divergent opera-
tional roles and prioritization strategies rather than
changes in disclosure intent.

4.6 Reference Links Comparison

Reference links provide essential context for vulnerability entries,
offering researchers access to advisories, technical details, and re-
mediation instructions. In cybersecurity research, the quality and
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diversity of these references directly influence the utility of vul-
nerability databases for analysis and operational security. In this

section, we analyze the reference links provided by NVD, CNVD,
and JVNDB, focusing on distribution, source diversity, and tempo-
ral patterns.

Source Diversity and Concentration: As described in Section 3.5,
we grouped reference hostnames by their effective top-level do-
main plus one (¢€TLD+1) to identify dominant sources. NVD in-
cludes 10,658 unique hostnames, compared to 1,879 in CNVD and

4,173 in JVNDB, revealing substantially broader coverage in NVD.
Despite these differences in absolute numbers, all three datasets

show a heavy reliance on a small subset of domains. The top 5% of
sources account for 91% (101,232 / 111,243) of references in CNVD,
95% (210,412 / 221,486) in NVD, and 85% (212,506 / 223,690) in

JVNDB, indicating strong concentration effects.

Reference Patterns Across Databases: Distinct citation prac-
tices are observed across the databases (detailed visualizations in

Appendix A.1, Figures 6a-6¢). CNVD shifted after 2016 from secu-
rityfocus.com to almost exclusive reliance on nist.gov, with 76.6%
(18,246 / 23,820) of C,, entries lacking valid references and 91.9%
(80,341 / 87,423) of intersecting entries pointing directly to NVD

sources. NVD, in contrast, maintains a broad and distributed net-
work of references, consistently linking to vendor advisories such

as ibmcloud.com, redhat.com, and debian.com, reflecting its global

scope. JVNDB adopts a structured two-tier system that separates

bug detail links from vendor advisories, improving attribution clar-
ity. Its references are heavily dependent on nist.gov but also in-
clude a surge in github.com after 2022, alongside unique Japan-
ese sources such as npa.go.jp, aratana.jp, and bizmobile.co.jp. Addi-
tionally, 7,284 JVNDB entries provide vendor-specific links absent
in NVD, notably from fmworld.net, microsoft.com, and hitachi.co.jp.
Together, these patterns highlight CNVD's dependence on NVD,
NVD's distributed vendor-centric model, and JVNDB's hybrid ap-
proach that integrates international and domestic intelligence.

Takeaway:

« All three databases rely heavily on a small set of domi-
nant reference sources.

« CNVD consolidated its references toward a single au-
thoritative source, while NVD transitioned toward a dis-
tributed, vendor-centric reference ecosystem.

« JVNDB improves remediation visibility through struc-
tured vendor advisories and an increased use of
community-hosted sources in certain period, but still de-
pends on NVD-linked references.

4.7 IsEvent Flag

In this section, we explore the unique IsEvent flag in CNVD, which
marks vulnerabilities associated with security incidents that con-
tain information on the type of vulnerability and the impacted or-
ganization. For example, a flagged entry may describe a breach at
a regional university that was exploited via a cross-site scripting
(XSS) vulnerability in a public-facing portal. This feature has no
equivalent in NVD or JVNDB, highlighting CNVD's attempt to di-
rectly link vulnerabilities to real-world cybersecurity events.
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We identified 74 vulnerabilities with the IsEvent flag set in CNVD,
spanning from 2015 to 2020. None of these vulnerabilities have a
corresponding CVE entry, indicating that they are unique to CNVD.
These entries are often prioritized over major incidents at Chinese
vendors and companies. One such example is CNVD-2020-57703,
a command injection vulnerability in the Web service belonging
to Huawei. This relates to a concrete cyber threat caused by CVE-
2019-2729, a vulnerability rated 9.8 “critical” by NVD, granting the
attacker potential takeover of Huawei's website.

As a successive effort to track real-world cyber threats. In 2016,
CNVD introduced a separate section called the “Wall of Sheep”,
which lists public security incidents involving known vulnerabili-
ties or misconfigurations found in real-world systems. Unlike the
IsEvent entries, these reports often lack technical details and only
note the affected vendors and the time of the incident. As of Jan-
uary 2024, the “Wall of Sheep” contains 28,141 entries, suggesting
that the detailed IsEvent records are a curated subset of a broader,
less formal incident tracking effort.

Takeaway:

« CNVD uniquely tracks event-linked vulnerabilities that
lack CVE identifiers.

« These entries highlight incident-driven disclosures not
captured by global databases, similar event-based indi-
cators are absent in NVD and JVNDB, limiting cross-
database incident analysis.

5 Discussion

Our findings reveal that differences among NVD, CNVD, and JVNDB
are not merely data quality artifacts, but reflect deeper structural
and institutional design choices shaped by regional priorities and
operational roles. While these databases are often treated as in-
terchangeable sources in empirical security research, our results
demonstrate that these discrepancies have direct implications for
interoperability, reproducibility, and cross-regional vulnerability
analysis. In this section, we contextualize our empirical findings,
discuss their implications for data integration and security research,
and the limitations of our study.

5.1 Data Quality Issues

Inconsistencies in vulnerability databases are a well-documented
issue, as highlighted in prior research by Anwar et al. [2], which ad-
dresses various data quality concerns within the NVD. Such incon-
sistencies can compromise the reliability and accuracy of vulnera-
bility information. In our analysis of the NVD, CNVD, and JVNDB,
we identified several notable anomalies.

We identified 12 instances of duplicate CNVD IDs, where the
same identifier was assigned to two unrelated entries. This sug-
gests potential lapses in the data management or entry processes
within CNVD. Additionally, we examined the reference links and
uncovered 247 entries where CVE numbers were present but not
included in CNVD's CVE field. This reflects inconsistencies not
only in CVE tagging but also in the updating of metadata across
CNVD records. More broadly, our hostname-level analysis of ref-
erence links revealed that 76.6% (18,246 / 23,820) of C,, entries
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contain no reference links, compared to just 0.7% (1,665 / 23,820)
for entries linked to a CVE. In contrast, 91.9% (80,341 / 87,423) of
CNVD-NVD intersecting entries shared a reference domain with
NVD or pointed directly to NVD sources such as nist.gov, high-
lighting CNVD's substantial dependence on NVD as a primary in-
formation source for shared vulnerabilities.

For JVNDB, we observed several structural limitations despite
its alignment with standardized CWE and CVSS fields. First, [VNDB
does not provide formal CPE identifiers; instead, it lists “Affected
Systems,” from which vendor names must be extracted. This in-
troduces vendor scope mismatches when compared to NVD. Sec-
ond, JVNDB continues to assign outdated CWE identifiers, most
notably CWE-264 ( “Permissions, Privileges, and Access Control”
), which has been deprecated, indicating slower taxonomy updates
compared to NVD.

These patterns suggest that CNVD's unique entries not only suf-
fer from lower structural consistency but also lack sufficient trace-
ability to external sources, while JVNDB, despite greater alignment
with standardized fields, introduces scope and taxonomy mismatches
that hinder interoperability. Collectively, these findings show that
data quality issues are not uniformly distributed across databases,
but are shaped by schema choices and reporting workflows, di-
rectly affecting cross-database interoperability and downstream
analysis.

5.2 CNVD vs. CVE vs. JVNDB comparison

CNVD, NVD (via CVE), and JVNDB serve as complementary sources
for cybersecurity research, but their structural and procedural dif-
ferences require careful consideration. Researchers aiming to inte-
grate or compare these databases must account for differences in
classification schemes, metadata structure, reporting practices, and
reference quality. The following section summarizes key points of
these differences.

Severity Scoring and CVSS Compatibility: CNVD exclusively
uses CVSS 2.0, while NVD supports CVSS 2.0, 3.0, and 3.1. Most
NVD entries include scores in multiple versions, with recent en-
tries often reported only in CVSS 3.1. JVNDB adopts a mixed ap-
proach, publishing CVSS 2.0 and CVSS 3.0 scores but has not mi-
grated to CVSS 3.1 or 4.0. This creates alignment challenges: while
CNVD's exclusive reliance on CVSS 2.0 simplifies comparisons with
older NVD entries, its relevance has diminished over time; JVNDB,
meanwhile, introduces inconsistencies by copying CVSS 3.1 vec-
tors from NVD while labeling them as CVSS 3.0. This divergence
introduces alignment challenges for cross-database severity com-
parisons.

CPE and Product Attribution: CNVD does not implement stan-
dardized CPE fields, relying instead on free-text product descrip-
tions. This results in inconsistent vendor attribution, as seen in the
mislabeling of WordPress plugins under the “WordPress” ven-
dor or CNVD's assignment of upstream vendors like Google where
NVD cites Debian. JVNDB implements structured metadata but
does not use CPE identifiers; instead, it provides an ‘“Affected
Systems” list from which vendor and product names must be ex-
tracted. This design introduces scope mismatches as discussed in
Section 4.4. Such inconsistencies complicate automated mapping
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and inflate discrepancies in vendor-level analysis. Manual normal-
ization or heuristic reconciliation is therefore essential to ensure
accurate product aggregation and vendor-specific statistics.
Vulnerability Classification and CWE Compatibility: Unlike
NVD and JVNDB, CNVD does not use the CWE system. Instead,
its free-text labels are noisy, often redundant, and linguistically in-
consistent. Token-based mapping shows partial alignment for cer-
tain types (e.g., SQL injection), but mapping to standard CWE cate-
gories is approximate at best. Alternatively, despite JVNDB adopt-
ing structured CWE as its schema, it may rely on obsolete NVD
evaluation results or JVNDB's interpretation of its own original en-
tries; such discrepancies in interpretation and labelling introduce
inconsistencies in the source of vulnerability.

Reference Link Completeness: CNVD-unique entries frequently
lack verifiable references when compared to NVD or JVNDB. Our
analysis shows that 76.6% (18,246 / 23,820) of C,, entries are miss-
ing valid reference links, while 91.9% (80,341 / 87,423) of its shared
entries cite the same sources as their NVD counterparts. JVNDB
also heavily relies on NVD and nist.gov as references, but provides
more vendor-specific links absent in NVD in 7,284 entries. As a re-
sult, despite these regionally unique entries providing enriched in-
formation in regional advisory sources, unreferenced entries may
require manual verification and corroboration with alternative sources.
Timeliness and Processing Considerations: Although CNVD
appears to process entries quickly after initial intake, this does not
mean it discloses vulnerabilities to the public earlier than NVD.
While average CNVD disclosure dates may appear earlier, these
are skewed by outliers. Interquartile analysis shows that NVD pub-
licly discloses vulnerabilities first in most matched cases. JVNDB,
in contrast, processes its own sourced entries the fastest among
the three databases, but this advantage applies primarily to Japan-
origin vulnerabilities, with delays growing when processing en-
tries from NVD in recent years.

Event Tagging (IsEvent Field): CNVD includes a unique IsEv-
ent flag as well as "Wall of sheep” database for entries tied to real-
world breaches or incident-driven disclosures. This feature enables
targeted analysis of high-impact vulnerabilities.

5.3 Limitations

While our analysis highlights systematic and interpretable differ-
ences across national vulnerability databases, several limitations
affect the completeness and granularity of the available data. In ad-
dition, this study relies solely on publicly available data from the
NVD, JVNDB, and the CNVD. As a result, vulnerabilities disclosed
privately, under embargo, or not yet published are excluded, which
may limit the completeness of the dataset.

Each database exhibits inherent structural limitations. CNVD
lacks standardized schema fields such as CWE and CPE, and 76.6%
(18,246 / 23,820) of C,, entries do not include valid reference links.
Vendor and product names are inconsistently formatted, reducing
the accuracy of automated comparison. JVNDB, while adopting
standardized CWE and CVSS fields, does not implement CPE iden-
tifiers, instead providing only an “affected systems” list. This
absence complicates automated alignment with NVD CPE fields
and introduces ambiguity when multiple vendors or products are
grouped in a single entry. NVD, while more standardized, is also
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known to contain metadata inaccuracies, including issues with prod-
uct version labeling.

Several methodological constraints also affect this work. We
translated and tokenized CNVD vulnerability types to approximate
alignment with CWE categories. This introduces unavoidable am-
biguity due to language variation, vague labels, and inconsistent
terminology. Vendor normalization and CVSS comparison proce-
dures involve assumptions about one-to-one alignment that may
not always hold due to structural differences in Products-CPE pairs
and the phasing out of CVSS 2.0 in NVD. Similarly, vendor match-
ing across JVNDB's affected systems list and NVD's structured CPE
fields required heuristic mapping, which may produce alignment
errors in edge cases.

These limitations introduce potential noise and bias, particularly
in analyses relying on C,, or J,, entries. Although we applied data
cleaning and cross-checking techniques, future research could ben-
efit from more complete datasets, refined normalization methods,
and collaboration with database maintainers to validate classifica-
tion and metadata integrity.

6 Recommendations and Future Work

Our comparative analysis reveals that differences among NVD, CNVD,
and JVNDB stem from distinct design choices, institutional priori-
ties, and disclosure practices. To ensure that these findings trans-
late into practical impact, we summarize recommended actions for
three stakeholder groups: researchers, vulnerability database main-
tainers, and policymakers or standards bodies.

For researchers, our results highlight the importance of cau-
tious normalization and validation when working across databases.
Severity analyses should avoid directly comparing raw CVSS scores
without accounting for version differences, as CNVD reports only
CVSS 2.0, whereas NVD and JVNDB report multiple versions with
differing semantics. Product- and vendor-level studies should pri-
oritize structured identifiers such as NVD's CPEs where available,
and apply text-wise comparison when using CNVD's free-text prod-
uct fields or JVNDB's affected systems lists. Similarly, CNVD's free-
text vulnerability types should be treated as approximate labels
rather than standardized categories, and, since many C,, entries
lack external references, they should be corroborated using addi-
tional advisories or datasets. Finally, analyses of disclosure time-
lines should distinguish internal processing speed from actual pub-
lic disclosure timing for a more accurate analysis of reporting time-
liness.

For database maintainers, the findings suggest several oppor-
tunities to improve interoperability and usability. Clear and consis-
tent labeling of CVSS versions, avoidance of stale or mismatched
vectors, and explicit exposure of multiple timestamps (e.g., intake,
verification, and publication) would reduce ambiguity in severity
and timeliness analyses. Introducing or aligning with standardized
schema elements such as CWE and CPE would improve cross-database
compatibility without sacrificing local relevance. For event-linked
vulnerabilities, clearer criteria and supporting context for flags such
as CNVD's IsEvent field would increase their reliability for down-
stream analysis and security event tracking.
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For policymakers and standards bodies, our study underscores
the need for coordinated guidance on vulnerability reporting prac-
tices. Encouraging minimum schema alignment across national data-
bases despite regional context, promoting consistent adoption time-
lines for updated CVSS standards, and defining expectations for
reference completeness and disclosure metadata would enhance
global interoperability. More broadly, supporting mechanisms that
link vulnerabilities to real-world incidents in a transparent and ver-
ifiable manner could improve situational awareness while preserv-
ing analytical rigor.

6.1 Future Work

This study suggests several directions for future research. One di-
rection is a deeper analysis of timeliness dependencies across re-
gional vulnerability databases, examining how disclosures propa-
gate between regional sources and whether publication delays re-
flect upstream reliance, synchronization policies, or independent
validation workflows. Such work could clarify whether regional
databases function primarily as regional early-warning sources,
mirrors, or downstream consumers. The second direction involves
schema design and information flow. Differences in schema may
influence both data quality and the speed at which vulnerability
information is shared. Future studies could evaluate how specific
schema elements facilitate or hinder cross-database integration and
automated correlation. Finally, future work could investigate broader
barriers to cross-regional information sharing, including language,
policy constraints, and institutional incentives, to better understand
how regional practices shape the global vulnerability reporting
ecosystem.

7 Related work

Previous studies have extensively analyzed vulnerability databases,
focusing on their structure, data quality, and methodologies for
comparison and analysis. Much of this work has concentrated on
the NVD due to its global reach and standardized framework. How-
ever, research on the CNVD is comparatively sparse. Despite these

contributions, prior work has largely overlooked a detailed, component-

level comparison between NVD and CNVD, leaving gaps in under-
standing the nuanced differences in their methodologies, features,
and applicability. Our work represents the most detailed analysis
and comparative study of these two databases.

Comparative Analyses of National Vulnerability Databases:
Forain et al. [12] comprehensively compare NVD, CNVD, and CN-
NVD, highlighting their growing importance during the COVID-
19 era and noting that while NVD (maintained by NIST) uses frame-
works like CVE, CWE, CPE, and CVSS, CNVD and CNNVD pro-
vide crucial data on Chinese vendors such as Xiaomi and Huawei.
Their study identifies challenges including a lack of APIs for au-
tomatic access, selective reporting despite faster disclosure times
than NVD, and CNNVD surpassing NVD in entries for Chinese
vendors, ultimately suggesting that combining databases could im-
prove assessment and threat management.

Building on this, our work conducts a more detailed, field-by-
field comparison examining CVSS severity scoring, CPE and CWE
standardization, and CNVD’s unique IsEvent flag, emphasizing struc-
tural and operational differences—unlike Forain et al’s broader
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focus—to offer refined cross-referencing methods and highlight
CNVD’s regional emphasis.

Japan's JVNDB has received less systematic attention but is noted

in IoT surveys [27] for its structured metadata. The IPA’s quarterly
JVN iPedia reports [15] further document its growth and CVSS dis-
tributions. These resources establish JVNDB's NVD compatibility
and its role in documenting Japan-origin vulnerabilities, motivat-
ing its inclusion in this study.
Vulnerability Analysis and Dynamics: Research using NVD
data often highlights structural weaknesses. Nguyen and Massacci
identified incorrect product versions, while Christey and Martin
[7] and Dong et al. [11] documented reporting biases and inaccu-
racies in software records. These works motivate our focus on data
quality and consistency when comparing CNVD and NVD.

Other studies have examined temporal and behavioral aspects
of vulnerabilities. Shahzad et al. [28] analyzed lifecycle trends, while
Clark et al. [8] linked product familiarity to early disclosures. These
analyses rely on accurate and timely metadata, aligning with our
cross-database disclosure timing comparison. Work by Stock et al.
[29], Li et al. [20], and Zhang et al. [30] explored vulnerability noti-
fication channels and prediction, further underscoring the impor-
tance of data completeness and standardization, which are issues
central to our comparative analysis.

In summary, the related work highlights the critical role of vul-
nerability databases in cybersecurity and underscores the need for
high-quality, consistent data to support effective vulnerability man-
agement. The studies emphasize the importance of comprehensive
data analysis, cross-referencing multiple databases, and employ-
ing advanced techniques to address data quality issues. This paper
builds on these findings by offering a detailed analysis of CNVD
and NVD, providing insight on CNVD to researchers and practi-
tioners to improve vulnerability assessments'reliability and com-
parability.

8 Conclusion

This study presents the first tri-national, schema-level comparative
analysis of the National Vulnerability Database (NVD), the Chi-
nese National Vulnerability Database (CNVD), and the Japan Vul-
nerability Notes Database (JVNDB), covering more than 500,000
vulnerability records. Our results show that differences in severity
scoring, vulnerability classification, vendor attribution, and refer-
ence practices are not incidental, but reflect distinct institutional
roles and design priorities in national vulnerability reporting. CNVD
prioritizes rapid intake and regional coverage at the cost of struc-
tural consistency, while JVNDB emphasizes standardized classifi-
cation and domestic coordination but lacks fully structured prod-
uct identifiers. In contrast, NVD maintains a stable and highly struc-
tured role as a global coordination backbone.

By characterizing these tradeoffs, our study demonstrates that
national vulnerability databases cannot be treated as interchange-
able sources without careful normalization and contextual inter-
pretation. The practical guidance derived from our findings sup-
ports more reliable cross-regional integration, enhances the robust-
ness of empirical security research, and informs ongoing efforts to
improve interoperability and transparency in global vulnerability-
reporting ecosystems.
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A Appendix

A.1 Supplementary: Visualization of Reference
Hostnames Across the Years
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Figure 6: Time series of reference hostnames across vulnerability
databases.

A.2 Supplementary: Metrics Changes Across
CVSS Versions

The Common Vulnerability Scoring System (CVSS) has evolved
substantially across versions, introducing changes not only in sever-
ity labels but also in the semantics and structure of base metrics.
These changes affect how vulnerability characteristics such as at-
tack vector, attack complexity, privileges required, and impact prop-
agation are represented and scored. Because CNVD, JVNDB, and
NVD adopt different CVSS versions—and in some cases report
multiple versions concurrently—direct comparison of raw scores
or vector components without accounting for version differences
may lead to misleading interpretations. Table 1 summarizes the key
metric-level differences between CVSS 2.0, CVSS 3.0, and CVSS 3.1,
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providing essential context for the severity analyses presented in
this paper.

Takeaway:

« CVSS 3.x decomposes access-related concepts in CVSS
2.0 into explicit metrics for privileges, user interaction,
and scope.

« Apparent severity differences across databases often re-
flect version semantics rather than substantive disagree-
ment.

« Version-aware comparison is essential when analyzing
CVSS scores across databases.

A.3 Supplementary: Severity Grading
Alignment Across CVSS Versions

CNVD reports severity using CVSS 2.0, with three levels: Low,
Medium, and High. These labels correspond to score ranges of 0.0-
3.9 (Low), 4.0-6.9 (Medium), and 7.0-10.0 (High). NVD includes scores
from CVSS 2.0, 3.0, and 3.1, with CVSS 3.x introducing an expanded
severity scale: None (0.0), Low (0.1-3.9), Medium (4.0-6.9), High
(7.0-8.9), and Critical (9.0-10.0). Each version adjusts how severity
levels are defined and interpreted. Although CNVD and NVD show
similar distributions under CVSS 2.0 (e.g., High: CNVD-CVE 35.7%
vs. NVD 35.4%), mapping CNVD's labels to NVD's CVSS 3.x and
3.1 scores reveals noticeable shifts.

Heatmaps in Figure 7a, 7b, and 7c compare CNVD's severity la-
bels with NVD's scores under each CVSS version. These compar-
isons show that CNVD entries marked as High often align with
Medium-level scores in newer versions.

Compared to CNVD, JVNDB uses both CVSS 2.0 and CVSS 3.0
for severity ratings. JVNDB's CVSS 2.0 severity levels are Low (0.0-
3.9), Medium (4.0-6.9), and High (7.0-10.0), while CVSS 3.x levels
are None (0.0), Low (0.1-3.9), Medium (4.0-6.9), High (7.0-8.9), and
Critical (9.0-10.0). JVNDB's distribution under CVSS 2.0 is simi-
lar to CNVD and NVD, while under CVSS 3.0, it only shows a
slightly higher proportion of mismatch in ratings, mostly a result
of JVNDB’s different evaluation of its own sourced entries. Heatmaps
in Figure 8a and 8b demonstrate this higher coherence of CVSS rat-
ings between JVNDB and NVD compared to CNVD.

Takeaway:

« CNVD and NVD show similar severity distributions un-
der CVSS 2.0.

« Apparent discrepancies arise primarily when compar-
ing CNVD labels to CVSS 3.x and 3.1 scores.

« JVNDB exhibits fewer cross-version mismatches, indi-
cating closer alignment across CVSS versions.

« Observed shifts largely reflect version semantics rather
than fundamental disagreement in severity assessment.




A Comparative Analysis of NVD, JVNDB and CNVD: Insights into Global and Regional Vulnerability Reporting

CNVD

High Medium Low

ASIA CCS 26, June 1-5, 2026, Bangalore, India

Table 1: Comparison of CVSS versions (v2.0, v3.0, and v3.1).

Aspect CVSS 2.0 CVSS 3.0 CVSS 3.1
Release year 2007 2015 2019
Severity labels Low / Medium / High None / Low / Medium / High / | None / Low / Medium / High /

Critical

Critical

Metric groups

Base, Temporal, Environmental

Base, Temporal, Environmental

Base, Temporal, Environmental

Base metrics

AV, AC, Au,C, I A

AV, AC,PR,ULS,C, I, A

AV, AC,PR,ULS,C, I, A

Access / Attack Vector (AV)

Access Vector (AV: Network /
Adjacent / Local)

Renamed to Attack Vector (AV:
Network / Adjacent / Local /
Physical), inclusion of a new
metric value of Physical

Attack Vector (AV: Network /
Adjacent / Local / Physical)

Access / Attack Complexity
(AQ)

Access Complexity (AC: Low /
Medium / High)

Renamed to Attack Complexity
(AC: Low / High); includes ef-
fects of privileges and interac-
tion beyond the attacker’s con-
trol

Attack Complexity (AC: Low /
High); Clarification of the defi-
nitions

Authentication / Privileges

Authentication (Au: None / Par-

Privileges Required (PR: None /

Privileges Required (PR: None /

tial / Complete) Low / High) Low / High)
User interaction Not modeled explicitly User Interaction (UL: None / Re- | User Interaction (UI: None / Re-
quired) quired)
Scope / impact propagation Not modeled Scope (S: Changed / Un- | Scope (S: clarified semantics)
changed)

Impact metrics

Confidentiality, Integrity, Avail-
ability
(None / Partial / Complete)

Confidentiality, Integrity, Avail-
ability
(None / Low / High)

Confidentiality, Integrity, Avail-
ability
(None / Low / High)

Environmental metrics

Modified base metrics

Replaced by Modified Base vec-
tor

Same as CVSS 3.0

Score range 0.0 - 10.0 0.0 - 10.0 0.0 - 10.0
Adoption in NVD Yes Yes Yes
Adoption in JVNDB Yes Yes No
Adoption in CNVD Yes No No
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