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Abstract

High-quality datasets of real-world vulnerabilities and their cor-
responding verifiable exploits are crucial resources in software
security research. Yet such resources remain scarce, as their cre-
ation demands intensive manual effort and deep security expertise.
In this paper, we present CVE-GENIE, an automated, large language
model (LLM)-based multi-agent framework designed to reproduce
real-world vulnerabilities, provided in Common Vulnerabilities and
Exposures (CVE) format, to enable creation of high-quality vulner-
ability datasets. Given a CVE entry as input, CVE-GENIE gathers
the relevant resources of the CVE, automatically reconstructs the
vulnerable environment, and (re)produces a verifiable exploit. Our
systematic evaluation highlights the efficiency and robustness of
CVE-GENIE’s design and successfully reproduces approximately
51% (428 of 841) CVEs published in 2024-2025, complete with their
verifiable exploits, at an average cost of $2.77 per CVE. Our pipeline
offers a robust method to generate reproducible CVE benchmarks,
valuable for diverse applications such as fuzzer evaluation, vulner-
ability patching, and assessing AI’s security capabilities.
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Figure 1: CVE-GENIEOverview.
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1 Introduction

Tens of thousands of software vulnerabilities are discovered every
year, with more than 40,000 vulnerabilities tracked by the National
Vulnerability Database (NVD) [43] in 2025 alone. Many of these
vulnerabilities are cataloged using the CVE format, which provides
a standardized identification system to help organizations address
security flaws in both software and hardware. Still, existing vulner-
ability detection tools, such as those listed by OWASP [45], struggle
to keep up with the increasing volume of code released each year.

Developing effective automated vulnerability detection tech-
niques depends on high-quality datasets with reliable ground truth,
as low-quality data can lead to unreliable evaluations [51] and to
learn spurious correlations, especially in machine learning (ML)
based approaches [3, 50]. Although public repositories, such as the
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NVD, include hundreds of thousands of CVEs, they often lack criti-
cal details, including vulnerable code, environment setup, working
exploits, and validation steps, which are all required to effectively
reproduce a vulnerability and to build ground truth datasets for
research [39]. This is because the main purpose of vulnerability ad-
visories is to alert system administrators about software that needs
to be updated, and concrete exploit code is often kept confidential
for ethical reasons. Unfortunately, generating this missing infor-
mation from CVEs alone is labor-intensive and requires significant
expertise, e.g., Mu et al. [39] spent over 3,600 hours with 43 security
expertise to reproduce only 368 memory vulnerabilities in Linux.

To address these challenges, the security community has adopted
several approaches: manual annotation [22, 66], inserting bugs into
real-world code [37, 42], and heuristic-based mining [6, 9, 12, 14, 41].
While these methods have advanced the field, they come with limita-
tions, such as limited support for software and Common Weakness
Enumerations (CWE) categories, mislabeled vulnerabilities [52],
and data becoming stale. For instance, the DARPA Cyber Grand
Challenge dataset from 2016 [10] quickly became outdated due to
its small size and low-complexity bugs [20]. Meanwhile, automated
data collection helps address some of these limitations, but often
tends to be limited in scope, e.g., ARVO [35] automatically curates
reproducible builds with triggering inputs from OSS-Fuzz reports,
but its scope is limited to memory corruption bugs in C/C++. This
highlights a clear need for a dataset curation method that
enables fully reproducible vulnerability instances across a
wide range of software and vulnerability types.

Recently, LLMs have demonstrated remarkable capabilities in
solving complex software engineering (SWE) and security tasks,
ranging from automated bug detection [16, 40] and repair [24, 47,
58], to writing fuzzer test harnesses [11]. Moreover, the shift to
agentic workflows [7, 33, 62, 63], in which LLM-powered agents
are provided access to real-world tools [1], has further pushed
the capabilities of general-purpose LLMs and led to significant
performance gains on extremely difficult real-world SWE-related
benchmarks, such as SWE-bench [25]. This raises the question of
whether LLM agents could also be useful in automatically setting
up and reproducing existing CVEs, allowing us to build reliable,
large, and realistic benchmarks for the security community.

In this paper, we present CVE-GENTIE, a fully-automated, LLM-
driven, multi-agent framework for end-to-end CVE reproduction.
CVE-GENIE instantiates what we define as key properties of an ideal
CVE reproduction system, captured by the acronym EAGER. Specif-
ically, an ideal system: Generates working Exploit/proof-of-concept
(PoC); Builds Assessors/verifiers for the exploit; Generalizes across
broad range of CWEs, programming languages, and software projects;
Is End-to-end automated; and Rebuilds vulnerable environments.
Specifically, this paper makes the following contributions:

(1) We develop CVE-GENIE, an automated end-to-end CVE re-
production pipeline that extracts CVE data (e.g., source code,
advisories, patches, etc.), rebuilds the vulnerable environ-
ment, and generates exploits and verifiers to assess them.

(2) We design CVE-GENIE to demonstrate compositional intelli-
gence by a sophisticated architecture, systematically selected
LLMs and prompts, and reliable EAGER-style CVE reproduc-
tion. As a result, CVE-GENIE achieves strong performance
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Table 1: Overview of vulnerability benchmark datasets. Real:
synthetic ., real-world O, mixed D. CVE-GENIE results re-
flect CVEs from Jun 2024-May 2025.

k3} %) = =

g ~ © 3 £ § % i
Name Source S = o < M A >
SARD [42] Manual ® -120 150 6 X /S X
SVEN [22] Manual O na 9 3 X X X X
Devign [66] Manual O 4 na 2 X X X X
SecLLMHolmes [55] Manual D 4 8 3 X X X X
VulChecker [37]  Manual @ na 5 2 / X X X
Draper [53] SA tool D na 9 2 X X X
D2A [65] SA tool O 6 7 2/ XXX
VUDENC [57] Sec.issue O 812 7 1 / X X X
DiverseVul [9] Sec.issue O 797 150 12 X X X
PrimeVul [12] Patchdiff O 755 140 2 / X X X
BigVul [14] Patchdiff O 348 91 2 / X X X
CrossVul [41] Patchdiff O 1675 168 40 / X X X
CVEfixes [6] Patchdiff O 1,754 180 30 / X X X
ARVO [35] OSSFuzz O 213 4 2 f / / /
CyberGym [56] OSSFuzz O 18 4 2 f / / /
CVE-Bench [67] ~ PublicCVEs O 36 8 6 X / / /
Mu et al. [39] PublicCVEs O 1 4+ 1 XSS
CVE-GENIE PublicCVEs O 267 141 22 f / / /

across diverse CVEs, vulnerability types, programming lan-
guages, and projects, even when CVE information is incom-
plete.

(3) We systematically evaluate CVE-GENIE’s architecture and
demonstrate that each component is essential for optimal
performance. Notably, even advanced LLMs like 03, when
used standalone, are incapable of performing EAGER-style
reproduction for even a single CVE.

(4) We ran CVE-GENIE on 841 CVEs (published between June
2024 and May 2025) and successfully reproduced 428 CVEs
across 267 projects, 141 CWEs, and 22 programming lan-
guages, demonstrating broad coverage across vulnerability
and software types.

(5) We make our framework, source code, datasets of reproduced
CVEs, and full logs of agent interactions publicly available
(Appendix B). This provides an ongoing valuable contribu-
tion for downstream research tasks (see Appendix D).

2 Background and Related Work
2.1 Existing Benchmarks and Limitations

To evaluate various vulnerability detection techniques (rule-based
methods [45, 59], ML-approaches [29-31, 37], and LLM-based sys-
tems [17-19, 48]), the community needs standardized benchmarks.
Prior work has explored four main approaches for addressing these
challenges. (1) Manual efforts involve analyzing [22] or reproduc-
ing [67] vulnerabilities in real-world code, or crafting synthetic
examples [55], but datasets are small, lack ecological validity, and
often suffer labeling errors due to human mistakes (e.g., 50% data



CVE-GENIE: An LLM-Based Multi-Agent Framework for Reproducing CVEs

in Devign [66] have wrong labels [52]). (2) Automated labeling
using static analysis (SA) tools, such as bandit [5] or infer [23], re-
duces manual effort but introduces many false positives [49, 65].
(3) Mining real-world data, such as GitHub issues or CVE patch
commits, assumes that all removed or modified code is vulnerable;
However, this assumption often leads to mislabeled samples, as
Risse et al. [52] highlighted for DiverseVul [9] and BigVul [14]. (4)
Relying on proven sources, such as OSS-Fuzz, offers verified exploits
and sanitizer feedback; However, these are restricted to certain
bug types, primarily memory corruption in C/C++, and do not
generalize across languages or vulnerability classes [35, 56].

Besides data quality, existing datasets also lack necessary arti-
facts for dynamic evaluation beyond static labels [3, 50, 55], includ-
ing dynamic execution environments and reproducible exploits,
which is difficult to obtain [39]. Table 1 provides an overview of
the current state of vulnerability benchmarks.

2.2 Call for EAGER Style for CVE Reproduction

A CVE ID is a unique identifier for publicly disclosed security vul-
nerabilities in real-world software. Each CVE ID corresponds to a
CVE entry that includes key details for that CVE, such as vulnerabil-
ity description, source code, affected versions, security advisories,
CWE classifications, and patches, enabling security professionals
to assess and mitigate risks. Creating a dataset from the standard
CVE database is a promising way towards addressing the afore-
mentioned challenges (see Appendix D). Therefore, we introduce
EAGER, a set of crucial criteria for ideal CVE reproduction:

o Exploit Generation - (re)creation of an exploit or PoC that
reliably triggers the vulnerability in the CVE.

e Assessment — inclusion of a “verifier” or “sanitizer” capable
of assessing whether the generated exploit or PoC success-
fully triggers the vulnerability.

o Generalization - reproduction of CVEs across diverse CWEs,
programming languages, and software projects.

e End-to-end Automation - execution of all stages of CVE
reproduction in a fully automated manner.

o Rebuild project — reconstruction of the original vulnerable
environment to facilitate exploit/PoC execution.

However, none of the existing methods satisfy all the criteria (see
Table 2). Manual effort for producing EAGER datasets does not
scale, as Mu et al. spent 3,600 man-hours to reproduce only 368
vulnerabilities [39]. Moreover, recent work [15, 32, 64, 67, 68] stud-
ied LLM-based approaches for PoC generation and exploitation in
limited settings, typically on small, manually curated benchmarks
(15-40 CVEs) that require substantial manual effort (up to 720+
man-hours) for environment preparation and validation. Similarly,
CyberGym [56] and ARVO [35] rely on pre-existing project builds
and triggering inputs from OSS-Fuzz, restricting their scope to
memory corruption bugs in C/C++. In contrast, CVE-GENIE is, to
the best of our knowledge, the only specialized framework that per-
forms fully automated end-to-end EAGER-style CVE reproduction,
including autonomous environment reconstruction and verifier
generation, even when project builds and PoCs are not available.
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Table 2: Comparing Potential Vulnerability Reproduction
Methods and their EAGER attributes.

Method Exploit Assess General E2E Rebuild

Manual

Fuzzers
Metasploit [36]
0SS-Fuzz (35, 56]
CVE-GENIE

AN NN
WX XX\
N X X X
NUXx XX
N IXxX%x\

2.3 Large Language Models and Agents

LLMs are transformer-based neural network models with billions
of parameters. They have demonstrated remarkable performance
across various application domains, including question answer-
ing [44], mathematical reasoning [2], and code generation [4, 8].
Recent work also shows their utility in security tasks, e.g., bug de-
tection and repair [24, 47, 58] and writing fuzzer test harnesses [11].

LLM agents are systems that combine LLMs with tools. They can
finish complex tasks via a sequence of actions, including planning,
generation, and tool executions [21, 26, 27, 46, 54]. An agentic sys-
tem can have multiple agents, each with a sub-task, such as reason-
ing, critiquing, generating, perceiving, remembering, or teaching, as
well as its own workflow and tool sets. In security, researchers have
started to construct LLM agents to find and repair vulnerabilities.
There are multi-agent patching systems, where different sub-agents
are responsible for fault localization, patch generation, and valida-
tion (e.g., PatchPilot [28], and PatchAgent [61]). Through the recent
DARPA AIxCC competition, researchers constructed agentic-based
systems with end-to-end capabilities for vulnerability detection and
patching [18]. These successes argue for using LLM agents in vul-
nerability analysis and software development, and for building an
EAGER-style automated end-to-end CVE reproduction framework.

3 CVE-GENIE

We design CVE-GENIE to exhibit compositional intelligence, i.e., the
ability to solve complex tasks by decomposing them into meaning-
ful sub-tasks whose outputs are explicitly composed and verified
to form a correct end-to-end solution. To this end, first, we design
a multi-agent architecture that decomposes CVE understanding
and reproduction into four interdependent modules: (1) the Pro-
cessor (Section 3.1), which retrieves source code and constructs
a structured knowledge base; (2) the Builder (Section 3.2), which
reconstructs the vulnerable environment; (3) the Exploiter (Sec-
tion 3.3), which reproduces the exploit; and (4) the CTF Verifier
(Section 3.4), which generates a verifier for the exploit. Second,
rather than relying on a single LLM or a fixed prompting strategy
across tasks, we systematically select the most suitable LLMs and
engineer task-specific prompts for each component of CVE-GENTIE,
resulting in an optimized end-to-end configuration (Section 3.5).
Third, we bridge the gap identified in Section 2, namely the lack of
any system capable of true EAGER-style CVE reproduction, and
ground CVE-GENIE’s design in the following guiding principles:
(1) Modular Task Decomposition: LLMs struggle with long,
complex contexts [55] and tasks [25]. Thus, CVE-GENIE
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decomposes reproduction into focused modules and sub-
modules handled by specialized agents with systematically
engineered prompts, providing the most suitable architecture
for end-to-end CVE reproduction (Section 4.2).
(2) Robustness to Incomplete Data: Since missing CVE fields
can lower reproduction success by up to 44% [39], CVE-
GENIE mitigates this by relying on patch or source-code
analysis when advisories/PoCs are unavailable (Section 4.3).
Reliability through Self-Critique: To counter LLMs’ rea-
soning limits [55], each module uses paired developer and
critic agents in a ReAct-style loop [60], enabling iterative
refinement and internal verification (Section 4.2).
Together, these principles elevate CVE-GENIE beyond a fixed engi-
neering pipeline and enable CVE-GENIE to operationalize compo-
sitional intelligence in a fully automated setting, yielding a practi-
cal end-to-end framework for EAGER-style CVE reproduction at
scale (see Appendix D for further details). The following subsec-
tions detail the workings of each CVE-GENIE component, using
CVE-2024-4340 as a running example corresponding to the end-
to-end reproduction shown in Figure 2. Moreover, we provide a
detailed case study on CVE-2024-5129, a missing-authorization flaw
in lunary-ai, in the extended version (Appendix D).

3

~

Execution Environment. Every CVE reproduction run executes
inside an isolated QEMU/KVM virtual machine backed by a sin-
gle pre-provisioned Ubuntu 22.04 base image. The base image is
prepared once via Ansible and includes Python 3, Node.js 20, pip,
and the CVE-GENIE agent library; each individual run then oper-
ates on a fresh copy-on-write overlay, ensuring full isolation and
reproducibility across experiments. The VM is allocated 2 vCPUs
and 8 GB of RAM, and communicates with the host exclusively
through a shared directory (for intermediate reproduction artifacts
and logs) and SSH (for orchestration). All pipeline stages, Builder,
Exploiter, and CTF Verifier, execute within this VM, with the Builder
module autonomously customizing the environment for the target
CVE (e.g., installing vulnerable library versions, starting database
services, or enabling AddressSanitizer). Agents interact with the
environment only through CLI tools (see Appendix D for details).

3.1 Processor

This module comprises two sub-modules: the Data Processor, which
locates the vulnerable project’s source code and gathers relevant
raw resources, and the LLM-based Knowledge Builder, which trans-
forms these resources into a structured knowledge base. Below, we
provide detailed functionalities of these sub-modules.

3.1.1 Data Processor @). For the given CVE ID, this sub-module
identifies and extracts the vulnerable version of the software along
with all relevant CVE details, as follows:

Source Code Extraction. The Data Processor begins by locating the
source code for the vulnerable project linked to the CVE. It searches
the GitHub URLS referenced in the “cvelist” ! to identify the project
repository. For closed-source software, Data Processor allows users
to supply the repository URL. Once the source code is located,
it identifies affected software configurations: vulnerable versions,

“cvelist” is an automated pilot program for CVE submission through GitHub
(https://github.com/CVEProject/cvelist)

Ullah et al.

platforms, or settings. For instance, CVE-2024-4340 affects all ver-
sions of “sqlparse” prior to v@.5.0. Accordingly, the latest affected
version (v0.4.4) is retrieved using the GitHub API, and its source
code is downloaded (as shown in Figure 2).

Vulnerability Information Extraction. After the vulnerable version of
the project source code is downloaded, Data Processor extracts the
following four key pieces of information from “cvelist”, if available:
(1) CVE description: A high-level summary of the vulnerability in
the target project. (2) CWE data: CWE information, a categorization
system for hardware and software weaknesses that associates the
CVE with a specific vulnerability type, e.g., CWE-674 (Uncontrolled
Recursion). (3) Patch commits: The git-diff of code changes in the
target source code that fix the vulnerability. These commits help
LLMs localize the issue, understand its root cause [12, 14, 22], and
generate effective exploits. (4) Security advisories and PoC: We filter
URLSs referenced in the CVE entry by keywords (e.g., “security”,
“advisory”, “bounty”, etc.), and scrape their contents.

Output. The vulnerable version of a project’s source code alongside
its directory structure and CVE raw data.

3.1.2  Knowledge Builder @. This agent is instructed to analyze,
distill, and organize the raw information, extracted by the Data
Processor, into a structured knowledge base while retaining essen-
tial details required to reproduce the given CVE. This includes
extracting PoC or exploit instructions from security advisories,
which are invaluable for accurately reproducing the vulnerability.
For instance, CVE-2024-4340 has a PoC provided in its security
advisory, and the patch commit helps understand the root cause
by highlighting where/how the vulnerability was mitigated. As
shown in Figure 2, the Knowledge Builder included both of these
details in the knowledge base. In case an advisory does not include
an exploit, the LLM agent is tasked with generating an overview
of what an exploit might entail. Additionally, capturing the patch
details helps to localize the root cause of the vulnerability [6, 12, 22]
and aids in crafting an effective exploit. This knowledge base acts
as the long-term memory for agents, helping them to effectively
reproduce CVEs, by including only essential information in their
context to avoid overloading the LLM’s context window.

Output. A structured CVE knowledge base providing details of CVE,
including its associated CWEs, affected software configurations,
root causes (if provided in the security advisory), and essential
information from security advisories and patch commits.

3.2 Builder

Once the knowledge base is populated and the vulnerable version
of the project’s source code is downloaded, the next objective is to
build the project in a way that allows the exploit to be executed.
Starting from the base VM described previously, the Builder au-
tonomously customizes the environment for each target CVE by
employing two developer LLM agents: the Prerequisite Developer
Agent, which analyzes and plans the environment setup, and the
Setup Developer Agent, which executes this plan to configure the
vulnerable environment. As well as one critic, the Setup Critic Agent,
which analyzes the logs of the Setup Developer and evaluates the
setup for the project, allowing the system to correct its mistakes.
Below, we discuss these in detail.
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Figure 2: CVE-GENIE architecture and an end-to-end example of workflow of reproduction for CVE-2024-4340, i.e., Denial of

Service due to RecursionError in sqlparse < v0.5.0.

3.2.1 Prerequisite Developer Agent ®. We introduce this agent as
an initial exploration and planning step before actually setting up
the vulnerable project. This is done for three key reasons.

(1) Our preliminary experiments reveal that many projects contain
inaccurate and incomplete information in their README files (e.g.,
vulnerable version v1.2.7 of lunary for CVE-2024-5129, includes
incorrect paths to . env files that are crucial for the setup). Without
the Prerequisite agent, these details were consistently overlooked
by LLMs, causing setup failures. Identifying and correcting such
issues early reduces unsuccessful attempts, conserves the LLM’s
context window, and improves the likelihood of successful setup.
(2) During environment setup, the agent’s job is to explore and
analyze the source code to identify critical components and to build
the project by executing a series of commands. For large projects,
having to do both tasks with one agent can exceed the context
limit and reduce efficiency (as demonstrated in the ablation study
in Section 4.2). To address this, we delegate the exploration of the
code base to a dedicated agent, the Prerequisite Developer, allowing
the setup process to focus more on building the project.

(3) The Prerequisite Developer also defines the “expected state,” i.e.,
when the project is fully set up and ready for exploitation. This
state guides the Setup Developer Agent in verifying the correct
configuration of the vulnerable environment. For example, in CVE-
2024-4340 (Figure 2), the Prerequisite Developer explored the root
directory and key files such as README and sql. py to understand
the project context, then specified the expected state as having
sqlparse version v@. 4.4 installed for the exploit to work correctly.

Tools. For this step, we only provide the LLM agent with access to
read-only tools, i.e., execute_ls_command, and get_file_by_name,
which the agent can use to traverse the code base and read files,

because we do not want the agent to execute any commands or
write to files in this phase (see Appendix D for tools details).

Output. (1) Detailed overview of the project, (2) important files
for the setup, (3) required services and their configurations, and (4)
expected state of the project after a successful setup.

3.2.2  Setup Developer Agent @. The Setup Developer begins in
the directory containing the vulnerable version’s source code and
focuses on configuring the project based on instructions from the
Prerequisite Developer, exploring the codebase when necessary. For
CVEs involving third-party libraries, our initial experiments showed
that setup is greatly simplified by using package managers like pip
or npm to install specific vulnerable versions instead of building
from source. For CVE-2024-4340 affecting sqlparse, the Prerequi-
site Developer instructed the installation of version @.4.4, and the
Setup Developer executed pip install sqlparse==0.4.4 directly
(command 4a, Figure 2), resulting in a smooth setup. If the package
manager fails, the Setup Developer falls back to building from source.
The Prerequisite Developer also typically recommends running a
basic PoC to confirm readiness before handing off (e.g., commands
4e and 4f in Figure 2).

Tools. For this step, we allow access to the following tools, i.e.,
execute_ls_command, execute_linux_command, get_file,
write_to_file, and set_environment_variable.

Output. This agent returns a final decision whether the setup is
successful or not. If successful, the output also includes instructions
on how another agent can access the running project.

3.2.3 Setup Critic Agent ). The Setup Critic evaluates whether
the project setup performed by the Setup Developer is correct and
complete, ensuring that the environment is properly configured
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nnn

PoC - CVE-2024-4340 (sqlparse < 0.5.0)

EXAMPLE THAT CRASHES v0.4.4
python3 exploit.py 10000

import sys
import sqlparse

def main() -> None:
if len(sys.argv) != 2:
print("Usage: python3 exploit.py <depth>")
sys.exit(1)
arg = sys.argv[1]
try:
depth = int(arg)
payload = "[" * depth + "1" % depth
except ValueError:
payload = arg
sqlparse.parse(payload)

if __name__ == "__main__":
main()

(a) Exploit script for CVE-2024-4340. It constructs a deeply nested list
payload and submits it to sqlparse.parse(), triggering uncontrolled
recursion. The included comment documents a crashing input (depth
10,000) that reliably triggers the vulnerability.

Traceback (most recent call last):
File "poc.py", line 20, in <module>
sqlparse.parse(payload)

File "sqlparse/sql.py", line 214, in flatten
yield from token.flatten()
[Previous line repeated 983 more times]
RecursionError: maximum recursion depth exceeded

(b) Execution traceback produced by the exploit, showing a
RecursionError after excessive recursive calls within sqlparse.

Figure 3: PoC for CVE-2024-4340 in sqlparse v@.4.4, show-
ing the exploit script and the resulting crash.

for the vulnerability described in the CVE knowledge base to be
exploited. It also detects deceptive or shortcut behavior by the
LLM, such as fabricating a mock project instead of performing
a genuine setup, or injecting vulnerabilities into the codebase to
simplify exploitation. These undesirable patterns are discussed in
detail in Section 3.5.1, which informs the instruction design for the
Setup Critic. Based on this, the critic is equipped to identify both
functional and security-related flaws in the setup process.

Output. A comprehensive analysis of the setup logs, a binary de-
cision on whether the setup is valid and complete, and actionable
feedback for correcting issues or improving the setup if necessary.
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3.3 Exploiter

After successfully configuring the vulnerable system, the next step
in our pipeline is to generate an exploit for the given vulnerability.
CVE-GENIE accomplishes this using two LLM agents: the Exploit
Developer, which develops the PoC for an exploit in the vulnera-
ble environment, and the Exploit Critic, which analyzes the logs
of the Exploit Developer and evaluates the exploit for the given
vulnerability. Below, we discuss their detailed functionalities.

3.3.1 Exploit Developer Agent ®. The Exploit Developer is respon-
sible for crafting and demonstrating exploits for vulnerabilities
listed in the CVE knowledge base on pre-configured vulnerable
systems. If a PoC is provided, the agent replicates and verifies it by
executing the script with the appropriate triggering input before
delivering the final, working PoC. For example, in CVE-2024-4340
(Figure 2), the PoC was available, so the agent validated the setup
(6b), demonstrated the exploit (6c) by triggering RecursionError
in sqlparse/sql.py (see Figure 3b), and submitted the verified
PoC script (see Figure 3a). If no PoC or exploitation steps are avail-
able, the Exploit Developer iteratively analyzes the codebase using
available tools to develop a functional exploit. Upon success, it pro-
duces a Python PoC script that accepts the crashing input via the
command line, includes comments on the expected input format,
and provides an example input. This ensures that the CTF Verifier
can reliably validate the exploit without repeating the analysis.

Tools. This agent uses the same tools as the Setup Developer.

Output. The agent returns its final decision whether it considers
the exploit is successful or not. If successful, it provides an overview
of the exploit and a Python PoC script.

3.3.2 Exploit Critic Agent @. Like the Setup Critic, the Exploit
Critic evaluates the behavior of the Exploit Developer by analyzing
its execution logs. Its primary goal is to determine whether the
generated exploit is both valid and high-quality. It verifies that
the exploit could plausibly succeed in a real-world setting; that it
does not rely on manipulating the original setup in illegitimate
ways; and that it avoids fabricated shortcuts, oversimplified logic,
or assumptions that would not hold in practice.

To perform this assessment, the Exploit Critic leverages a prede-
fined set of behavioral patterns and common failure cases, as de-
tailed in Section 3.5.2. By comparing the exploit’s behavior against
these known issues, the critic can detect actions that are unfaithful
to the original intent or technically incorrect. When flaws are iden-
tified, the Exploit Critic provides structured, actionable feedback to
improve the robustness of the exploit in subsequent iterations.

3.4 CTF Verifier

After generating a candidate exploit for a given CVE, the next step
is to automatically verify whether the exploit truly triggers the in-
tended vulnerability. To achieve this, we derive a CVE-specific suc-
cess signal for the intended vulnerability from the official CVE data
(e.g.,aRecursionError, an AddressSanitizer crash, an unautho-
rized access to a specific data item, etc.), and leverage it to create a
security Capture-The-Flag (CTF) challenge. In this challenge, the
hidden “flag” (i.e., a string of random characters or numbers) is re-
vealed only if the exploit correctly satisfies the CVE-specific success
signal. This allows CVE-GENIE to use a standardized flag-retrieval
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interface for verification, while grounding the underlying verifi-
cation logic in the intended vulnerability semantics of the target
CVE. The CTF Verifier uses three sub-modules to develop and vali-
date such verifiers. The Verifier Developer agent module generates
a candidate verifier, the Flag Checker module ensures that the ex-
ploit correctly retrieves a flag, and the Verifier Critic agent assesses
the quality and effectiveness of the verifier and its success-signal
verification logic for the given exploit.

3.4.1 Verifier Developer Agent(®). Following the CTF methodology,
we prompt the Verifier Developer to create a general CTF-style
Python verifier script for a given CVE and the candidate PoC. So,
if the verifier script runs the PoC and it successfully triggers the
vulnerability, it returns this flag (3xploit66ful). We prompt the
Verifier Developer to format the verifier script in three structured
steps:

(1) Pre-Setup: Prepares the necessary inputs for the exploit, sets
up the environment, and prepares a flag to return if the
exploit correctly triggers the vulnerability.

(2) Exploit Execution: Runs the provided PoC script to trigger the
vulnerability. We make sure that the agent cannot modify
the PoC script to avoid contamination.

(3) Post-Setup: Verifies the success of the exploit, and if success-
ful, the script returns the flag.

This verifier architecture provides consistent and reliable exploit
validation across a broad spectrum of vulnerability classes. It sup-
ports vulnerabilities with directly observable failure signals, such
as aRecursionError in CVE-2024-4340 or an AddressSanitizer:
heap-buffer-overflowin CVE-2024-10525, as well as higher-level
logic flaws. For example, in the case of the missing-authorization
flaw in CVE-2024-5129 (see Appendix D), the verifier first inserts a
legitimate dataset with a known UUID, then executes the exploit by
issuing an unauthenticated deletion request targeting that UUID,
and finally confirms successful exploitation by verifying that the
dataset has been removed from the database.

Tools. This agent follows the same read-only tools as the Prereq-
uisite Developer agent, as in this step we don’t want the model to
execute anything, and we do all validations using the Flag Checker
and the Verifier Critic.

Output. A custom Python verifier for the given CVE’s exploit/PoC.

3.4.2 Flag Checker (®. Before passing the generated verifier to the
critic agent, the Flag Checker executes it with the exploit script to
ensure that it runs without errors and produces the expected output,
i.e., the correct flag. For instance, figure 2 shows that the correct
flag 3xploit66ful is released when executing the verifier scripts
generated for CVE-2024-4340. If a script fails due to a runtime error
or if the flag is missing from the output, the system assumes that the
verifier is incorrect. Feedback is then sent to the Verifier Developer
to revise the script. This process is repeated until a maximum of
five attempts is reached, with each attempt ensuring functional
correctness of the verifier script.

3.4.3  Verifier Critic Agent . Once the verifier and exploit scripts
pass functional validation via the Flag Checker, they are further
examined by the Verifier Critic, which performs a similar evaluative
role as the other critic agents, focusing specifically on the response
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import os, subprocess, sys
FLAG = "3xploit66full"

def pre_setup():
# Configuring PYTHONPATH

def run_exploit():
cmd = [sys.executable, "exploit.py", "10000"]
return subprocess.run(cmd, timeout=20)

def post_exploit(proc):
output = (proc.stdout or "") + (proc.stderr or "")
return proc.returncode != 0 and "RecursionError" in
— output

if __name__ == "__main__":

pre_setup()
try: result = run_exploit()
except subprocess.TimeoutExpired: sys.exit(1)
if post_exploit(result):
print (FLAG)

(a) Attempt 1 — Weak verifier script: pre_setup() lacks a check for
the vulnerable sqlparse version. The exploit runs with a 20s time-
out, risking missed RecursionErrors past the limit. Verification re-
lies only on detecting RecursionError in output, which is trivially
spoofed.

import os, sys, importlib, traceback
FLAG = "3xploit66full"

def pre_setup():
assert sqlparse.__version__ < "0.5.0"
def run_exploit_inprocess():
sys.argv = ["exploit.py", "10000"]
try:
importlib.import_module("exploit").main()
return "no_exception", ""
except RecursionError: return "recursion_error",
— traceback.format_exc()
except: return "other_exception”,
— traceback.format_exc()
def exploit_succeeded(status, tb):
return status == "recursion_error" and

— "sqglparse/sql.py" in tb

if __name__ == "__main_
pre_setup()

status, tb = run_exploit_inprocess()
if exploit_succeeded(status, tb):

print (FLAG)

(b) Attempt 2 with Verifier Critic’s feedback — Improved verifier:
Validates project version sqlparse < 0.5.0, runs the exploit in-
process to avoid timeout issues, and explicitly checks for a genuine
RecursionError with traceback originating from sqlparse/sql.py,
preventing spoofed or misleading outputs.

Figure 4: Verifier scripts for exploit (in Figure 3) for CVE-
2024-4340 corresponding to the run in Figure 2, illustrating
the progression from a weak to a robust verifier based on
Verifier Critic feedback.
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Table 3: Studied LLMs.
Model # Max Max Reas- Open Cutoff

Params Inp Out oning Src
o3 n/a 200k 100k / X 05/2024
04-mini n/a 200k 100k /X 05/2024
Claude 3.7 Sonnet n/a 200k 64k X 1172024
Claude 3.5 Sonnet  175B 200k 8k X X 04/2024
Gemini 2.5 Pro n/a M 65k X 0172025
Gemini 2.5 Flash  n/a 1M 65k v X 01/2025
Llama 4 Maverick 400B 1M n/a X s/ 08/2024
Qwen 3 235B 128k 64k / / 06/2024
Deepseek V3 671B 64k 8k X v/ 07/2024
DeepSeek R1 671B 128k 8k s/ 0772024

produced by the Verifier Developer. It examines whether the ver-
ification process was properly carried out, without assumptions,
omissions, or unreliable heuristics. Using the behavioral issues
identified in Section 3.5.3, the agent flags incomplete or misleading
verification strategies and provides feedback on how the verification
could be made more robust or accurate. For instance, Figure 4 shows
a detailed example of verifiers generated for CVE-2024-4340 with
weak and bypassable verification criteria, which were corrected
using the Verifier Critic’s feedback.

3.4.4 Store Reproduced CVE @ If the given CVE passes the Veri-
fier Critic check, CVE-GENIE marks it as reproduced and stores the
VM snapshot for the vulnerable environment as well as the exploit
and verifier scripts. Moreover, CVE-GENIE also stores the metadata,
such as LLM cost, time spent, and all agents’ conversations.

3.5 Selecting LLMs and Engineering Prompts
for CVE-GENIE’s Optimal Performance

Upon finalizing the design of CVE-GENTIE’s architecture, we perform
a systematic LLM model and prompt selection process to identify
the best performing LLMs and prompt integrations. We evaluate
ten state-of-the-art LLMs (Table 3) across CVE-GENIE’s three core
modules, Builder, Exploiter, and CTF Verifier, using a diverse set of
60 post—knowledge-cutoff CVEs, while simultaneously engineering
and refining task-specific prompts for each module.

Dataset (Dg). To evaluate LLMs at reproducing vulnerabilities
with CVE-GENIE, we construct a small, diverse dataset (Dg) of 60
CVEs published after the knowledge cutoff of the LLMs under study
(January 2025), listed in Table 3. For representativeness and diver-
sity, we select 40 CVEs from the top 25 most dangerous CWE [38]
categories, and the remaining 20 CVEs are randomly sampled from
the other CWE types. The resulting Dg spans 44 CWE categories,
18 programming languages, and 56 software projects.

Methodology. CVE-GENIE is composed of four modules. The Pro-
cessor’s LLM-based component, the Knowledge Builder, only per-
forms a trivial task of summarization, so we assign a lightweight
LLM (04-mini) to it. In contrast, the remaining modules, i.e., Builder,
Exploiter, and CTF Verifier, require strong security vulnerability rea-
soning and SWE capabilities. Thus, for each of these modules, we
systematically select the best performing LLM for “developer” and
“critic” tasks using the following 5-step procedure:
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% od-mini— LLM Reported
60 Manual Verified

Llama-4-Maverick

(a) Developer Agent

(b) Critic Agent

Figure 5: Builder Optimal LLM Evaluation

(1) Candidate Selection: For each module, we identify subsets of
LLMs from Table 3 as potential developers and critics, based on prior
evidence of their capabilities, as well as time and cost constraints.

(2) Developer Evaluation: Each candidate developer LLM is run
for the given module, and its outputs are manually scored by the
authors. The highest-scoring LLM is chosen as the developer.

(3) Critic Prompt Design: We analyze common mistakes made by
developers and use these insights to design a module-specific critic
prompt, enabling the critic to effectively detect those mistakes.

(4) Critic Evaluation: Each candidate critic LLM is evaluated on true
positive rate (TPR) and true negative rate (TNR). When TPRs are
equal, we prefer the model with the higher TNR, and vice versa.
Then then critic with the best trade-off is selected.

(5) Feedback Loop Assessment: We rerun the chosen best devel-
oper—critic pair for the given module, and evaluate the correctness
of the critic’s feedback and the developer’s capability to correctly
address the critic’s feedback.

3.5.1 Builder. In this section, we systematically select the most
optimal configuration of LLMs and prompts for the Builder.

Candidate Selection. Setting up a project from scratch is the most
time-consuming part of CVE-GENIE, as advisories and CVEs
give no setup instructions. To address this, we use two devel-
oper agents: one for exploring the project and another for set-
ting it up (see Section 3.2). This requires extensive tool calls
and command executions, making reasoning-heavy models like
03 or claude-3.7-sonnet slow and costly ($10-20 per CVE).
Therefore, we select fast, cost-effective LLMs with sufficient con-
text capacity, o4-mini, claude-3.5-sonnet, gemini-2.5-f1lash,
1lama-4-maverick, deepseek-v3, and qwen3, as developer agent
candidates. For critic agents, we opt for stronger reasoning models
such as 03, 04-mini, claude-3.7-sonnet, gemini-2.5-pro, and
deepseek-r1, as the critic’s task requires only one call and incurs
minimal overhead.

Developer Evaluation. We ran CVE-GENIE up to the Setup Developer
stage @ on CVEs from Dg and manually evaluated each developer
LLM using the following correctness criteria. (1) For each CVE,
we first identified the official installation documentation for the
software’s vulnerable version and, based on it, established both the
expected final build state and the sequence of commands required
for installation. (2) We then reviewed the logs of runs where the
LLM reported successful setup, comparing the executed commands
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%03 — LLMReported
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claude-3.5-sonnet

(a) Developer Agent
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Figure 6: Exploiter Optimal LLM Evaluation

against the documented installation process to assess alignment and
completeness. (3) Finally, we validated the resulting environment:
for libraries or binaries, we confirmed the vulnerable version by in-

voking the corresponding —version (or equivalent) command (e.g.,
for CVE-2025-1215 we verified that vim v9.1.1096 was installed),
while for server-based software we performed a health check to
ensure the service was running and accessible at the expected port.

As shown in Figure 5a, 04-mini emerged as the best developer
LLM for the Builder, successfully setting up 32 out of 60 CVEs
projects, while making an average of 20 tool calls per CVE. In con-
trast, claude-3.5-sonnet mostly gave up on the given setup task,
and models like gemini-2.5-flash and open-source LLMs were
unreliable: Qwen 3 often described setup steps without executing
them using tool calls, while gemini-2.5-flash issued tool calls
with frequent syntax errors, leading to failed setups.

Critic Prompt Design. From analyzing developer LLM setups, we ob-
served three recurring mistakes: (1) when setup fails, the LLM builds
a simplified mock-up substitute project instead; (2) for pip/npm
packages, it installs the latest version instead of the specified vul-
nerable one; and (3) when a server is required, it assumes commands
like npm run dev succeed without verifying server health. We de-
signed the critic prompt to detect these errors while reviewing
Setup Developer logs.

Critic Evaluation. As shown in Figure 5b, the 03 model achieves the
highest TPR and TNR when evaluating Setup Developer’s execution
logs. Most of its false negatives involved setups requiring external
hardware, which Exploit Developer cannot exploit anyway. Some
valid setups were also mistakenly rejected due to limited post-setup
checks. Given its strong balance of recall and precision, we choose
03 as the critic model for the Builder.

Feedback Assessment. We evaluated CVE-GENIE up to Setup Devel-
oper stage (®, using the best-performing developer (04-mini) and
critic (03) models. Minor issues flagged by the critic (e.g., limited
verification) were usually resolved in one iteration. However, funda-
mental issues (e.g., mock-up version of the project) persisted even
after five iterations. We therefore limit feedback to one iteration,
which addresses minor issues without excessive overhead.

3.5.2  Exploiter. In this section, we systematically select the most
optimal configuration of LLMs and prompts for the Exploiter.

Candidate Selection. Generating a working exploit from a given CVE
in a pre-configured vulnerable environment is a crucial task for
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reproducing CVEs. However, the Exploiter requires less code base
exploration than the Builder, as advisories often provide PoCs, ex-
ploitation steps, or vulnerability details. Thus, we include expensive
reasoning models like 03, claude-3.7-sonnet, and gemini-2.5-pro
in the candidates list of developers. To mitigate instability seen in
open-source models (Section 3.5.1), we employ only closed-source
LLMs as developers, while using the same critic LLMs as the Builder.

Developer Evaluation. For the 32 successful setups from Section 3.5.1,
we ran CVE-GENIE up to the Exploit Developer stage ® and manu-
ally evaluated each developer LLM against the following correctness
criteria: (1) we checked whether the LLM executed a PoC or com-
mand sequence that demonstrated the exploit, (2) we verified that
the vulnerability was clearly triggered (e.g., uncontrolled recur-
sion in CWE-674 resulting in a RecursionError), (3) we assessed
fidelity to the CVE description, (4) we ensured no mock-up environ-
ments or fake exploits were used, and (5) we confirmed the exploit
script followed the expected format (see Section 3.3.1). Among all
models, 03 consistently performed best, successfully reproducing
the highest number of exploits (13 out of 27) and demonstrating
them end-to-end within the actual vulnerable environment. In con-
trast, o4-mini often produced incorrect or mock-up exploits and
struggled with runtime errors. While claude and gemini models
showed strong capabilities in demonstrating exploits, they lacked
versatility across different vulnerability types. Hence, we select 03
as the Exploit Developer.

Critic Prompt Design. We examined the failed exploit attempts and
categorized the recurring error patterns, which directly mirrored
our manual verification criteria (e.g., lack of exploit demonstration,
unclear vulnerability trigger, deviation from CVE description, re-
liance on dummy/fake exploits, or incorrect script formatting). We
then incorporated these categories into the critic agent’s prompt,
enabling it to automatically detect these issues for Exploit Developer.

Critic Evaluation. As shown in Figure 6b, 04-mini achieved the best
balance of recall and specificity. In contrast, 03 was overly strict,
rejecting correct exploits and focusing too much on code formatting,
while gemini-2.5-pro frequently overlooked incomplete exploit
verification. Claude-3.7-sonnet was too lenient, accepting nearly
all exploits. Based on this evaluation, we selected 04-mini as the
most effective critic model for the Exploit Critic.

Feedback Assessment. We evaluated feedback effectiveness by run-
ning CVE-GENIE on 32 correct setups with the top developer (03)
and critic (04-mini). This yielded valid exploits for 16 CVEs, of
which 3 were fixed based on the critic’s feedback. As in Section 3.5.1,
the developer mainly resolved minor issues (e.g., incomplete ver-
ification or missing log triggers), while more complex flaws (e.g.,
incorrect exploit verification) persisted. To balance usefulness and
cost, we therefore restrict feedback to a single iteration.

3.5.3 Verifier. In this section, we systematically select the most
optimal configuration of LLMs and prompts for the CTF Verifier.

Candidate Selection. Like exploit generation, creating a verifier also
demands deep understanding of security vulnerabilities to ensure
the exploit is successfully triggered. Therefore, we use the same
developer and critic candidates as in the Exploiter.

Developer Evaluation. For the 16 valid exploits from Section 3.5.2,
we ran CVE-GENIE up to the Flag Checker stage (® and manually
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Figure 7: Verifier Optimal LLM Evaluation

evaluated each developer LLM against three correctness criteria:
(1) whether the verifier script followed the required format (see
Section 3.4.1), (2) whether it executed the provided exploit script
without modification, and (3) whether its verification logic was
precise and reliable (see Figure 4 for a detailed example).

As shown in Figure 7a, the 03 model generated 13 valid veri-
fiers out of 14, outperforming all others. While 04-mini achieved
comparable numbers, its verifiers more often relied on weak logic.
Other models struggled with functional correctness and error re-
covery. We therefore selected 03 for the Verifier Developer due to
its consistent one-shot success in producing correct verifiers.

Critic Prompt Design. We analyzed failures in verifier generation
and found that the recurring error types matched our verification
criteria (e.g., incomplete checks, incorrect validation logic, or misuse
of the target environment). We used these categories to design the
critic agent’s prompt, enabling it to automatically flag such errors
when evaluating verifiers produced by the Verifier Developer.

Critic Evaluation. As shown in Figure 7b, only the 03 model suc-
cessfully identified critical but subtle issues in the verifier scripts,
such as weak or flawed verification logic (Figure 4). Other models
provided weak or no critique, making 03 the most effective critic
for the CTF Verifier.

Feedback Assessment. We evaluated CVE-GENIE on 16 correct ex-
ploits from the Exploiter, generating accurate verifiers for 15, of
which 4 were improved by the critic’s feedback. The maximum num-
ber of feedback iterations needed to resolve functional or critique-
based issues was 4; we therefore allow up to 5 retries for both the
Flag Checker and the Verifier Critic.

3.5.4 Time and Cost Constraints. In our evaluation of CVE-GENIE,

we found that successfully reproduced CVEs typically required

about $2 and 18 minutes on average, with the most resource-intensive
case costing $6 and taking 45 minutes. Failed reproductions, on

the other hand, averaged up to $4 and 35 minutes. To balance flexi-

bility with cost control, we set a per-CVE budget cap of $5 and a

maximum runtime of 45 minutes for all experiments.

4 Experimental Methodology

In this section, we conduct a four-part evaluation of CVE-GENIE: (1)
a baseline study assessing consistency and efficiency (Section 4.1);
(2) an ablation study to assess the impact of key components of
CVE-GENIE on its scalability and effectiveness (Section 4.2); (3)
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robustness testing under incomplete CVE information (Section 4.3);
and (4) large-scale evaluation on 841 CVEs (Section 4.4). These
evaluations are guided by the following research questions:

e RQ1: Does the performance of CVE-GENIE vary over multi-
ple runs of CVE reproduction?

e RQ2: Is the complex architecture of CVE-GENIE necessary,
or can standalone LLMs achieve comparable results?

e RQ3: Can CVE-GENIE effectively reproduce CVEs with lim-
ited information, and which CVE report components are
most crucial for reproduction?

e RQ4: Can CVE-GENIE reproduce a broad range of CVEs
across diverse CWEs, languages, and projects?

4.1 Baseline Assessment

In this section, we evaluate the baseline performance of CVE-GENIE
and examine how its reproduction success evolves across multiple
runs in the presence of LLM non-determinism.

Dataset. For this study we use the same Dg dataset (Section 3.5).

Methodology. Due to the non-deterministic nature of LLMs, a
single run may fail due to incorrect reasoning, while later attempts
might succeed [34]. To account for this, we run CVE-GENIE multi-
ple times on Dg, using its most optimal configuration (Section 3.5).
After each iteration, we store successfully reproduced CVEs and re-
run on the remaining ones. This iterative approach helps maximize
CVE reproduction and reveals CVE-GENIE’s convergence.

Results. We perform manual analysis of randomly selected 25 CVE
reproduction runs, and observe that the variability in CVE-GENIE’s
performance primarily stems from the Builder phase, which is more
open-ended than the targeted exploit generation guided by CVE
context. Project setup involves repository exploration (Prerequi-
site Developer) and command execution (Setup Developer), where
environment-specific behaviors often cause failures. For example,
one run failed because the Setup Developer modified the PATH vari-
able, while a clean retry succeeded, highlighting the value of reat-
tempting in a fresh environment. Since the CTF Verifier depends
on the Exploiter, which in turn relies on the Builder, this initial
project setup is a critical bottleneck. As a previously failed build,
if later successful, can enable downstream modules to reproduce
a new CVE (as illustrated in Figure 8). Over multiple runs, the
number of successful project, exploit, and verifier builds showed
consistent gains with convergence at run seven, indicating that
most recoverable failures can be resolved within a few retries.

RQ1: Due to the non-determinism of LLMs, CVE-GENIE ex-
hibits variability across runs, primarily during project setup
and environment configuration. Once project setup succeeds,
downstream exploit generation and verification are more sta-
ble and converge in a few retries.

4.2 Importance of CVE-GENIE’s Architecture

Having evaluated the selection of LLMs and prompts for CVE-
GENIE (Section 3.5), we now assess CVE-GENIE’s architecture via a
systematic ablation study that isolates the impact of CVE-GENIE’s
individual components on end-to-end CVE reproduction.
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Figure 8: CVE-GENIE performance over five runs on Dg.

Dataset. We perform this ablation study using 15 CVEs from Dg,
each with complete information (i.e., CVE description, PoC, patch
commit, and security advisory) and reproduced consistently in the
first three iterations of baseline assessment (Section 4.1), and call
this dataset Dg. By keeping the CVE context complete, we ensure
that any performance differences arise solely from modifications

Methodology. As Data Processor, Setup Developer, Exploit Developer,
and Verifier Developer are the four indispensable components of
CVE-GENIE for end-to-end CVE reproduction, for this evaluation
of CVE-GENIE’s design we use the following five ablation settings:

(1) No Knowledge Builder: Bypass the Knowledge Builder and
feed raw data directly to all agents.

(2) No Prerequisite Developer: Eliminate the Prerequisite Devel-
oper, allowing the Setup Developer to independently plan and
execute the entire environment setup from scratch.

(3) No Feedback Loops: Enforce single-shot execution without
iterative refinement, by removing all feedback loops.

(4) No Critics: Remove the Verifier Critic and treat a CVE as
reproduced if the final scripts pass the Flag Checker.

(5) Single Monolithic Agent: Combine all modular agents into a
single agent with access to the same tools, thereby evaluating
the performance of a standalone LLM without CVE-GENIE’s
agentic design and structured guidance (see Appendix D).

Results. In our ablation study (Table 4), removing the Knowledge
Builder component reduces reproduction success to 9/15, as agents
struggle to interpret unstructured advisory data and hit context
window limits more often, which results in a 30% increase in exploit
failures. Eliminating the Prerequisite Developer has a comparatively
mild effect (13/15), but places additional burden on the Setup Devel-
oper as it has to do both codebase exploration and project setup at
the same time, leading to 27% more tool-call limit violations. We
observe this behavior particularly in complex repositories such as
CVE-2025-32389 in Nameless, a website software for Minecraft
servers, with not very clear setup guides. Feedback loops emerged
as the most critical design element, and without them the reproduc-
tion success dropped sharply to 5/15 (-67%). Similarly, removing
critic agents reduced success to 8/15 while increasing false repro-
ductions by 47%, highlighting their role in reliable end-to-end CVE
reproduction. Finally, collapsing all components into a single mono-
lithic agent resulted in zero successful reproductions, even when
using advanced standalone LLMs (03), underscoring the necessity
of CVE-GENIE’s modular, feedback-driven, critic-guided design.
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RQ2: Standalone LLMs are currently unable to reproduce
CVEs end-to-end. CVE-GENIE’s modular, feedback-driven,
critic-guided design is essential for reliable CVE reproduc-
tion, and removing any component significantly degrades
performance (Table 4).

Table 4: Ablation study of CVE-GENIE’s design.

Ideal Knw Pre- Feed- Critic Single
Case Build Reqs back Agents Agent
15/15 | 9715 13/15 5/15 8/15 | 0/15
- T 30% 127% 167% T47% -
Exploit  Max Tool  Reprod False
Failure Rate Reprod

4.3 Robustness to Loss of CVE Context

To evaluate how CVE-GENIE performs when critical components
of a CVE report are missing, we study its robustness under system-
atically reduced CVE context. We first present a detailed qualitative
case study of a single CVE to illustrate how CVE-GENIE adapts
its reasoning under different context losses, and then conduct a
quantitative ablation study to quantify the impact at scale.

4.3.1 Case Study for CVE-2024-4340. We begin by performing a de-
tailed case study for CVE-2024-4340 reproduction under three levels
of CVE context losses, and compare their reproductions against the
ideal setting shown in Figure 2.

1) No Security Advisory / PoC. In this setting, all security advisories
are removed from the CVE context, leaving only the developer patch
commit? and the CVE description®. As a result, CVE-GENIE relies
heavily on analyzing the patch commit, exploring modified files,
and inferring the PoC from the regression test added by the devel-
oper in tests/test_regressions.py. This test closely resembles
the PoC described in the existing advisory?, and the generated ex-
ploit payload (Figure 9a) is comparable to the ideal run shown in
Figure 3a. Due to the absence of explicit PoC information, this run
required additional exploration, resulting in a longer execution time
(9 minutes) and higher cost ($0.67) compared to the ideal scenario.

2) No Patch. Here, the developer patch commit is removed while se-
curity advisories remain available. CVE-GENIE primarily leverages
the PoC provided in the advisory, which includes PoC exploit code,
execution traces, vulnerable code, and root cause. The reproduc-
tion thus closely matches the ideal run in PoC exploit (Figure 9a),
verification scripts, execution time, and cost.

3) Only CVE Description. In the most constrained setting, CVE-
GENIE has access only to the CVE description. Based on this lim-
ited information, it starts by identifying the implementation of
sqlparse.parse and hypothesizes on how a deeply nested inputs

2CVE-2024-4340 Developer Patch: https:/github.com/andialbrecht/sqlparse/
commit/b4a39d9850969b4e1d6940d32094ee0b42a2cf03

3CVE-2024-4340 CVE Description: “Passing a heavily nested list to sqlparse.parse()
leads to a Denial of Service due to RecursionError.”

4CVE-2024-4340 GHSA: https://github.com/advisories/ GHSA-2m57-hf25-phgg
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payload = '[' * depth + ']1' % depth
sqlparse.parse(payload)

(a) Security advisory/PoC or patch commit is not available.
payload = 'select' + '(' * depth + "1" + ')' * depth
sqlparse.parse(payload)

(b) Only CVE description is available.

Figure 9: PoC exploit payload generated by CVE-GENIE for
CVE-2024-4340 under varying levels of incomplete CVE con-
text compared to the payload in ideal scenario in Figure 3a.

can trigger a recursive execution path leading to a RecursionError.
During PoC exploit generation and verification, the first run failed

to produce a payload that successfully triggered the RecursionError.

However, a second run from scratch succeeded in generating a valid
payload (shown in Figure 9b). This setting proved most challenging,
requiring 20 minutes and $4.50 in LLM cost over two runs.

4.3.2  Evaluation at Scale. We perform an ablation study to quantify
CVE-GENIE’s robustness to incomplete CVE context at scale.

Dataset (D ). We perform this ablation with Dg dataset (Section 4.2).
We intentionally select these “easier” CVEs as a controlled probe,
since CVE-GENIE can consistently reproduce them under full con-
text. Hence, any performance degradation after removing specific
information indicates that the missing context is genuinely critical.
To simulate incomplete CVE context, we construct three variants
of DR by systematically removing: (a) security advisory/PoC, (b)
patch commit, and (c) everything except CVE description.

Methodology. In this study, for each variant of Dg, we run CVE-
GENIE three times per CVE, iteratively.

Results. Removing the developer patch commit leads to a notable
drop in reproduction success 10/15 (67%), even when a PoC is avail-
able. Patch commits provide essential localization signals by iden-
tifying relevant files and code paths. Without patch commits, the
model must rely on broad codebase exploration, often resulting
in inefficient search and budget exhaustion. We observed this be-
havior in CVE-2025-31481 reproduction, an authorization flaw in
the PHP-based API Platform Core, where the absence of a patch
caused CVE-GENIE to explore unrelated components and fail to
converge. Excluding security advisories reduces the success rate
to 11/15 (73%). In these cases, failures are primarily attributable to
environment setup and verification difficulties rather than exploit
generation. Advisories often provide crucial contextual information,
such as dependency versions, execution constraints, and validation
guidance, that streamline reproduction, particularly when PoCs are
not provided as executable code but rather as high-level textual de-
scriptions. Despite these challenges, CVE-GENIE maintains baseline
robustness under minimal context. When only the CVE description
is provided, it successfully reproduces 9/15 cases (60%), albeit with
increased cost and runtime. Thus, while comprehensive CVE re-
ports improve efficiency and reliability, meaningful reproduction
remains feasible with severely limited information.
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481 442 428
Setup Success Exploit Success Verifier Success
841
oves 39 —14
110 Exploit Failed Verifier Failed
Setup Failed
198

Time or Cost Limit Exceeded

- 52
Other VM or LLM Errors

Figure 10: Breakdown of CVE-GENIE’s run on Dy,

RQ3: CVE-GENIE can reproduce CVEs under limited context.
Code-based PoCs provide the strongest guidance, but in their
absence, patch commits help localize vulnerabilities. Repro-
duction remains possible even with only CVE descriptions, but
with lower success rates, higher cost, and increased time.

4.4 Large Scale Evaluation

Dataset (D). For our large-scale evaluation, we construct a dataset,
(DL), consisting of all CVEs published between June 2024 and May
2025 that include publicly available source code.

Selection Criteria. A CVE is included in Dy if at least one of the fol-
lowing conditions is satisfied: (1) the CVE entry contains a GitHub
URL (e.g., a patch commit) in its references that links directly to
the relevant source code, or (2) the CVE specifies affected software
versions, and the source code corresponding to those versions is
publicly accessible. No further filtering is applied based on oper-
ating system, CWE category, programming language, or software
type: Dy includes every CVE from cvelist meeting the source-
code-availability criterion, regardless of whether it targets Linux,
Windows, or macOS, and regardless of vulnerability class. Addition-
ally, because these CVEs were disclosed after the knowledge cutoff
of the LLMs (03 and 04-mini) used in CVE-GENIE, D;, ensures zero
prior exposure during model training.

Representativeness. Despite the source-code-availability require-
ment, Dy remains representative of the broader distribution of
vulnerabilities published in the same time period. Across all CVEs
published in cvelist between June 2024 and May 2025, approxi-
mately 55% fall under the MITRE top 25 most dangerous CWEs [38];
D exhibits the same proportion (55%). Similarly, roughly 50% of
CVE:s in the broader population lack any PoC or exploit details in
their advisory; in Dy, 49% lack a PoC. This close alignment indicates
that the source-code-availability filter does not systematically bias
the dataset toward particular vulnerability categories or toward
CVEs with more available exploitation information.

Scope and Diversity. Overall, D; comprises 841 CVEs spanning 186
CWEs, 29 programming languages, and 440 distinct open-source
software (OSS) projects. The OSS projects cover a broad range of ap-
plication domains, including web applications and backends (156),
libraries and frameworks (147), CLI tools and binaries (28), cloud
and DevOps systems (25), embedded and networking software (18),
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operating systems and runtimes (17), AI/ML platforms (16), desk-
top applications (13), blockchain and cryptocurrency systems (7),
mobile applications and SDKSs (7), and security tools (6). In terms of
vulnerability types, the majority of CVEs in Dy, fall under injection
and improper neutralization (29%), authorization and authentica-
tion (11%), resource management (8%), information exposure (6%),
memory safety (3%), request forgery (3%), and others.

Methodology. We use the same methodology as Section 4.1, and
run CVE-GENIE on Dy, three times, iteratively. We then manually
audit a random sample of the resulting outcomes, consisting of 50
CVEs that passed the CTF verification and 50 CVEs that were re-
ported as failed reproductions. For each sampled case, we manually
review the builder, exploit, and verifier artifacts using the same
correctness criteria defined in Sections 3.5.1, 3.5.2, and 3.5.3, and
determine whether the reported outcome was correctly classified.

Results. CVE-GENIE reproduced 428 CVEs out of 841 (Figure 10),
spanning 22 programming languages, 141 vulnerability types, and
267 projects. To better understand performance and failure modes,
we analyze the large-scale outcomes along two vulnerability set-
tings (binary-heavy vs. Web/service), then separate failures by
pipeline stage, and finally provide a qualitative analysis of veri-
fier behavior and manual validation findings.

Binary-Heavy CVEs. CVE-GENIE shows stronger binary exploitation
results for library/framework targets, while desktop applications
(18%), blockchain (8%), and mobile (29%) lag behind (see Appen-
dix D). Successful reproductions relied on deterministic crash sig-
nals such as AddressSanitizer reports (e.g., Eclipse Mosquitto —
CVE-2024-10525, MicroPython — CVE-2024-8946) or SIGSEGV (e.g.,
Assimp - CVE-2025-3160, Vim — CVE-2025-1215). However, with-
out proper sanitizer instrumentation, some memory-safety bugs
executed silently, producing no observable crash and failing ver-
ification. The absence of publicly available PoCs further limits
reproduction; for instance, CWE-416 (use-after-free) achieves only
30% success, with zero PoCs available across all 10 cases (see Ap-
pendix D). Binary-heavy builds are also disproportionately affected
by the 45-minute time constraint, as individual build retries can
consume 10-15 minutes. We provide detailed end-to-end case stud-
ies for CVE-2024-10525 and CVE-2024-8946 in Appendix D; notably,
for CVE-2024-8946 CVE-GENIE did not have access to the PoC, yet
it independently synthesized an exploit that produces the same
AddressSanitizer crash as a human-authored PoC. Finer-grained
CWE breakdowns by domain appear in Appendix D.

Web-Based CVEs. In Web and service domains, reproduction ef-
fectiveness varies substantially by vulnerability family. DoS and
resource exhaustion CWEs are CVE-GENIE’s strongest family, CWE-
1333 (ReDoS) reproduces at 79%, driven by signals such as Recur-
sionError and timeout or memory usage thresholds (see Appen-
dix D). Injection flaws show mixed results: SQLi (CWE-89) achieves
52% and XSS (CWE-79) 46%, but OS command injection (CWE-78)
drops to 0% without a PoC. Logic and access-control vulnerabilities
exhibit the strongest PoC dependence: CWE-287 (authentication
bypass) achieves 100% with a PoC but only 36% without it, as these
require stateful multi-step verification. A key differentiator within
these domains is documentation quality: Web/backend applications
often depend on external installation guides inaccessible on our
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offline VM, contributing disproportionately to build failures. We
provide further per-domain CWE breakdowns in Appendix D.

Pipeline Failures. Of the 413 failed CVEs, 198 exhausted their cost or
time budgets across all three iterative runs. Cost overruns account
for ~80% of these, split between project builds (~41%), predominantly
in Web applications, and exploit generation (~59%). Time overruns
disproportionately affect binary-heavy targets, where compiled
project builds consume significant time budget. Seven CVEs are
fundamentally unsupported by our offline Ubuntu VM setup: four
require Windows-specific filesystem behavior, two require macOS
entitlements and XPC services, and one requires a full ASP.NET/IIS
stack. Recurring failure patterns include dependencies on inaccessi-
ble documentation, unavailable Docker images, and missing PoCs
for vulnerability families that depend on them (see Appendix D).

Manual Analysis. CVE-GENIE’s conservative validation, combining
strict critics with the CTF verifier’s CVE-specific success signals,
produces reliable reproductions: our manual audit confirmed that
all 50 sampled runs passing the CTF verifier were correct reproduc-
tions. However, when deterministic signals such as AddressSani-
tizer crashes or RecursionError were unavailable, especially in
DoS-related CVEs, CVE-GENIE relied on heuristic time and memory
thresholds, e.g., a 3-second cutoff for CVE-2024-3651 and 300MB
peak RSS for CVE-2025-27144, which are sensitive to system load
and hardware configuration, meaning a legitimate DoS exploit
could pass on one machine but fail on another. Moreover, our anal-
ysis of sampled failures revealed 12 false negatives cases where
a correct exploit was incorrectly rejected due to lack of proof or
details provided by the developer agents in the execution traces.
This is consistent with the critic design study in Section 3.5, where
all critics exhibit higher TNR than TPR, preferring to reject valid
reproductions over accepting faulty ones.

RQ4: CVE-GENIE reproduced 428 / 841 CVEs across 267
projects and 141 CWE types. Around half (46%) of success-
ful reproductions had no prior PoC available, demonstrating
that CVE-GENIE can synthesize exploits from vulnerability
descriptions and patch context alone.

5 Conclusion

In this paper, we present CVE-GENIE, an automated framework for
reproducing real-world vulnerabilities. CVE-GENTIE benefits down-
stream security research (see Appendix D), which suffers from a
shortage of diverse, high-quality data for developing new tooling
for automated vulnerability discovery and repair. CVE-GENIE suc-
cessfully reproduced around 51% (428) of 841 CVEs, with average
$2.77 cost per CVE, across a wide variety of projects, CWEs, and
programming languages. To the best of our knowledge, no other
automated framework has demonstrated end-to-end CVE reproduc-
tion at this scale and cost-efficiency.
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A Ethical Considerations

We study only CVEs already patched publicly on NVD, so neither
our exploits nor our released artifacts aid attacks against unpatched
systems. We release CVE-GENIE to help defenders build repro-
ducible benchmarks for vulnerability detection and patching tools;
following the beneficence criterion of the Menlo Report [13], we
judge this benefit to outweigh the risk of misuse. See Appendix D
for the full statement.

B Open Science

CVE-GENIE’s source code, the reproduction runs of all reproduced
CVEs (agent logs, intermediate artifacts, and final exploit and veri-
fier scripts), and a web application to visualize them are available at
https://github.com/BUseclab/cve-genie; the per-study experiment
archives are at https://osf.io/dcej4/. See Appendix D for the full
statement.

C Generative Al Usage

We used ChatGPT (OpenAl) for LaTeX formatting and language
editing; all output was reviewed and approved by the authors.

D Extended Version

Material referenced above as “see Appendix”—tool specifications,
applications, the monolithic-agent study, per-domain CWE break-
downs, three case studies, and the full Ethical Considerations and
Open Science statements—appears in the extended version: https:
//arxiv.org/pdf/2509.01835.
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