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Abstract
Android apps or Android Application Packages (APKs) are com-

monly distributed through official app stores, but a significant paral-

lel ecosystem of APKmirror sites has emerged, providing users with

alternative access to APK packages. These mirror sites host APKs

for direct download and sideloading, bypassing security checks

typical of official stores and offering access to packages otherwise

unavailable to some users. Despite their growing prominence, aca-

demic researchers have underexplored the APK mirror ecosystem.

In this paper, we analyzed metadata from over 34M versions of

approximately 27M unique Android packages collected from seven

prominent APK mirror sites, alongside data from the Google Play

Store and Amazon Appstore for comparison. Our findings reveal

substantial variation in catalog size and package versioning across

mirror sites. The smallest, APKMirror, has only 17K packages while

the largest, APK Combo, hosts over 12M packages, compared to

Google Play Store’s 3.1M packages, at the time of measurement.

Mirror sites differ markedly from official stores in both breadth

- hosting more unique packages - and depth - retaining multiple

package versions, often serving as semi-historical archives. This

offers a potentially rich record for researchers to access.

CCS Concepts
• General and reference → Measurement; • Information sys-
tems → Digital libraries and archives; Mobile information
processing systems.
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1 Introduction
Traditional app stores [1, 14, 20], e.g., Google Play Store, are the

primary mechanism by which users install packages on their An-

droid devices. Alongside these, a substantial secondary ecosystem

of APK mirror sites has emerged — platforms like APK Mirror [28],

APK Combo [5], APK-DL [3], APK Pure [12], Aptoide [15], APK

Fab [6], and APK Monk [8] that allow users to directly download

Android Application Packages (APKs) to their devices, bypassing

the distribution and security models enforced by official stores.

Despite their prevalence, the scope, scale, and characteristics of

these mirror sites remain largely unmeasured, unlike traditional

marketplaces. To address this gap, we collected and analyzed meta-

data from seven prominent mirror sites and compared them to two

official marketplaces: Google Play Store and the Amazon Appstore.

We observed significant variation in catalog size, ranging from

17K packages on APK Mirror [28] to over 12M packages on APK

Combo [5], compared to 3.1M on Google Play Store [20]. Unlike

official stores, many mirror sites retain extensive version histories

of packages, with one averaging over 25 versions per package.

These discrepancies reflect differing curation strategies. Some

mirrors intentionally serve as semi-historical archives of package

versions over time [7], and store 25+ average versions of each pack-

age, while others operate as strictly commercial ventures, keeping

only a few of the recent versions to prioritize monetization through

search engine optimization [17] (SEO) and advertising.

Importantly, while mirror sites may act as unofficial app dis-

tributors, they do not simply replicate the content of official plat-

forms. Their catalogs diverge both in breadth, often hosting more

unique packages, and in depth, retaining longer version histories.

The stores also differ both in their app collection practices and

in their security measures. While some allow user uploads and

claim to verify developer signatures, provide security reports, as-

sign trusted-app badges, and carefully curate their catalogs, others

do not disclose if and how they perform similar security checks.

These variations offer important opportunities for researchers to

view historical and varied records of APKs, for example, to sup-

port research on malware analysis, app development, and software

engineering.
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2 Methods
Identifying APK Mirror Sites. We broadly define official app

stores as those associated with traditional providers in the mobile

community, such as Google Play Store and Amazon Appstore. At

the same time, we consider mirror sites to be third-party, non-

official app distributors that, at some level, attempt to (imperfectly)

reflect the content found in the official stores. To identify APK

mirror services, we performed initial targeted searches on Google

for "android mirror sites" and "APK mirror downloads," and while

it may be the case that other sites are active, these constitute the

largest, easily available sets that a typical user would find. Through

this process, we identified seven prominent Android mirror sites:

APK Mirror [28], APK Combo [5], APK-DL [3], APK Pure [12],

Aptoide [15], APK Fab [6], and APK Monk [8] to scrape metadata

from, as well as two traditional app markets: Amazon Appstore [1]

and Google Play Store [20]. We performed all measurements from

06/21/2022 to 10/14/2023 using industry best practices for web

scraping [24] by restricting the rate and distributing requests as

best as possible. We intentionally excluded two platforms often

mentioned in prior work from our analysis: AndroZoo[2] and F-

Droid [18]. AndroZoo is a researcher-only site that requires formal

access agreements and is not a public distribution channel. F-Droid

is a repository of free and open-source software (FOSS) applications.

Every app on F-Droid must be open source, is built from source by

the maintainers, and passes through a structured submission and

review pipeline, excluding many proprietary apps. Therefore, these

sites do not serve general Android users in the same way as the

analyzed publicly accessible mirror sites.

DataOrganization. Themetadata available varied slightly (details

available in Table 1), but all sites included several standard fields,

including package name, version number, version code, name of

package publisher, and the package category. We also enriched each

package-version combination with additional fields, namely the

name of the mirror site where the package-version combination,

the time date group when the package-version combination was

scraped, and the full URL on the mirror site where the package-

version combination’s metadata was scraped from. Additionally,

when available, we also captured other relevant metadata fields for

each package-version combination, such as SHA1 hashes, SHA256

hashes, certificates, URL of APK download location, and number of

downloads from the mirror site.

Further details on the data organization and the datasets used in

our analysis can be found in the artifact available here.

Limitations. While we believe our analysis captures some of the

most relevant mirror sites within the Android distribution ecosys-

tem, the vast number of platforms distributing Android apps means

we may have missed some important or emerging sites, particularly

those serving primarily non-English speakers.

Additionally, some technical limitations affected data collec-

tion. Several sites employed protections like Cloudflare, which

constrained automated scraping. Moreover, our custom parsers oc-

casionally failed to extract full metadata for certain package-version

combinations. These failures impacted approximately 0.4% of the

dataset, and while this small percentage could still introduce minor

inaccuracies in our analysis, particularly in precise calculations of

averages or distributions, we believe the overall trends and conclu-

sions remain. Therefore, we do not believe they materially affect

our overall analysis.

3 Results
Number of Packages on Mirror Sites. We find that there are

stark differences in the number of packages hosted on each site and

metadata provided. The number of package-version combinations,

category distribution, and available versions per package vary dra-

matically, potentially indicating differing strategic approaches and

business models. The primary measurement results are presented

in Table 1.

APK Combo hosts the most extensive catalog, with over 12M

packages, followed by APK Pure at nearly 11M. APK Mirror, while

the smallest with 17K packages, describes itself as "a highly curated

community" [7], which likely explains its reduced volume. The

heatmap in Figure 1 illustrates the bidirectional overlap of apps

across the analyzed app stores. For example, while 87.7% of the

Google Play Store’s catalog is covered by APK Combo, only 23.1%

of APK Combo’s catalog is covered by Google Play, highlighting

significant differences in catalog size and coverage. This reveals that

not all non-official app stores effectively replicate the content of

the leading distributor of Android packages and raises the question

of what type of packages are available in these third-party stores.

This suggests that the mirror sites are likely serving a different

purpose than the official app store and are instead offering pack-

ages that are either antiquated, deprecated, removed, modified, or

not distributed on official channels. We also observe a significant

overlap between the two largest providers: APK Combo and APK

Pure. Notably, almost 88% of APK Pure’s catalog is replicated on

APK Combo. Incidentally, nearly 79% of APK Combo’s packages are

on APK Pure, suggesting that the sites may have used similar app

acquisition methods to build their catalog. Meanwhile, the Amazon

Appstore has low overlap with nearly all of the mirror sites, partic-

ularly the largest ones, indicating that it might not be a meaningful

reference point for catalog completeness. Although no individual

mirror site covers the entire Google Play Store catalog, we find that

the combined coverage of the analyzed app stores includes 100%

of the 3M unique apps available on Google Play. Furthermore, we

observe that over 10M unique packages are available for download

exclusively outside the Google Play Store.

Package Release and Upload Dates. Figure 2 provides a cumu-

lative distribution of (a) packages’ release dates and (b) packages’

upload dates across several APK mirror sites – after the release of

Android’s first commercial version on September 23, 2008 – reflect-

ing the evolution of app offerings over time. The steepness of the

curves indicate the rate new packages are added to each platform.

All sites have shown significant growth in their app collections,

particularly in recent years, signaling a robust expansion of mirror

sites.

The Google Play Store can be utilized as a baseline for compara-

tive analysis due to its status as the most established and globally

recognized app store. Most mirror sites, except APK Fab, exhibit

curves that are positioned to the left of the Google Play Store’s

curve. This indicates that a more significant percentage of their

packages were released during earlier periods than those released in

https://osf.io/dgwnb/?view_only=843343742455436dbcfee746b1ed9d14
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Table 1: Comparison of Various Android App Markets/Mirror Sites

Market APK Mirror APK Pure APK Combo APK-DL Aptoide APK Fab APK Monk Google Amazon

# Packages 17,260 10,925,324 12,078,901 2,207,919 508,618 632,806 687,838 3,178,986 211,187

Avg Num. of Versions/Package 25.4 1.4 1.2 1.0* 4.2 6.6 1.7 1.0* 1.0*

# Developers 6,384 2,502,978 2,786,039 791,154 221,386 239,156 364,849 1,073,332 64,345

Founded Date Jul 2014 Apr 2014 May 2018 Jan 2014 Oct 2010 Jun 2016 Oct 2016 Sep 2008 Mar 2011

Earliest Release Date 7/6/10 9/22/08 1/5/09 10/22/08 2/19/10 11/6/08 10/7/08 2/9/09 10/11/08

Earliest Upload Date 10/2/14 4/29/14 10/26/18 3/16/14 7/8/11 12/2/16 10/27/16 3/25/09 3/15/11

Ads Displayed ✓ ✓ ✓ ✓ ✓ ✓ ✓
Ad Distributor Google Google Google Google Google Google Google N/A N/A

Permission Display ✓ ✓ ✓ ✓
User Ratings ✓ ✓ ✓ ✓ ✓
User Reviews ✓ ✓ ✓ ✓ ✓ ✓

User Direct Upload ✓ ✓ ✓ ✓ ✓
DMCA Request Support ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Claim App Vetting ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
APK Certificate ✓ ✓

MD5 Hash ✓
SHA-1 Hash ✓ ✓ ✓ ✓ ✓

SHA-256 Hash ✓
Site Map ✓ ✓ ✓ ✓ ✓ ✓

User Accounts ✓ ✓ ✓ ✓
Membership ✓ ✓
About or FAQ ✓ ✓ ✓ ✓ ✓ ✓ ✓

* Only provide a single version per app
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Figure 1: Site Overlap using Package Name

the Google Play Store. In another way, the packages on the mirror

sites tend to be older than those on the Google Play Store. Most

likely, the mirror sites are not removing packages, and thus, older

packages that have since been removed (or updated) on the Google

Play Store persist on the mirror sites.

This could also reflect a strategic choice to host packages re-

leased in a specific era, possibly to cater to users seeking legacy

applications or to fill niches not covered by the official store. For

instance, Figure 2(b) shows that over half of the packages on APK

Combo, APK Pure, APK Monk, and APK-DL were uploaded before

2020, indicating that they may serve as valuable repositories for

older packages no longer available on the Google Play Store. This

can be particularly beneficial for users with older devices or those

searching for packages that have been removed from the official

market for various reasons, such as policy changes or updates. How-

ever, these legacy packages might lead to possible security risks

due to not getting timely updates and possibly malware that was

removed from the official market yet remained in the third-party

mirror site [21].

Package Categories. We developed a unified category system to

allow for app store comparison by manually aligning semantically

similar package categories from Google Play Store (and mirror sites)

and Amazon Appstore. Table 2 (in the appendix) shows how we

grouped similar categories (e.g., "Business," "Productivity," "Tools,"

and "Utilities") under a unified label (e.g., "Productivity"). The heat

density in Figure 3 shows the results and demonstrates a vibrant

array of package categories, reflecting Android users’ diverse inter-

ests and the platform’s strategic content.

Notably, the category "Games" stands out with a consistently

high percentage across most sites, which indicates that gaming

packages are a primary focus for APK mirror sites, aligning with

the global popularity of mobile gaming. The heat map also shows

the relatively low presence of Finance packages on APK mirror

sites compared to the Google Play Store, where the category is

more represented. This could be attributed to Finance packages’

dependence on security features, which users prefer to obtain from

official sources.

Non-Reflection of Mirror Sites. Although many third-party app

stores are known as mirror sites of the Google Play Store, their app

catalogs often diverge significantly from one another and from the

Play Store itself. Figure 1 shows that APK Pure and APK Combo
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Figure 3: Category Distribution

exhibit a typical "mirror site behavior," closely tracking app avail-

ability from Google Play Store. However, most mirror sites allow

users to submit uploads and claim to comply with DMCA take down

requests (see Table 1), leading to catalogs that differ substantially

in content over time. For instance, Figure 2 shows that APK-DL

- despite explicitly claiming to be a mirror site [4] - illustrates an

irregular upload pattern, having accumulated over 60% of its catalog

in 2017, spending 4 years without significant uploads, and resuming

app acquisition more consistently after 2021. Similarly, APK Fab

added over 40% of its catalog within a short window in 2021 and

increased its activity again in late 2022.

There are several possible explanations for these discrepancies.

First, some sites may aim to replicate the Play Store comprehen-

sively but lack the technical resources or infrastructure to do so

constantly and at scale. Second, specific platforms intentionally

position themselves not as passive mirrors but as curated third-

party app stores. APK Mirror, despite its name, acts as a highly

curated platform that supports user uploads, enforces signature

verification to verify if the app comes from a reliable developer, and

conducts manual reviews before publishing APK files [7], indicating

a deliberate shift away from pure mirroring. Moreover, platforms

like Aptoide and APK Pure increasingly distinguish themselves by

offering exclusive features to both users and developers, including

APK signature checks [10], developer dashboards [9], monetization

tools [13], APK website builder [11] and simultaneous distribution

to multiple alternative app stores [16]. Finally, future research could

investigate if mirror sites use selection criteria, such as app popu-

larity, when deciding which packages to collect from official stores

to reduce resources on uploading less relevant packages. These

strategies indicate a broader trend in which non-official app stores

evolve to differentiate in the app distribution ecosystem.

4 Related Work
Researchers have made significant efforts in compiling Android

packages’ metadata and datasets [25, 26], as well as in measuring

vulnerability progression, API field changes, and security issue

evolution [19, 23, 27]. The closest related works to our research

is Wang et al. [29], which investigated and analyzed more than 6

million Android packages downloaded from 16 Chinese appmarkets

and Google Play, and Ishii et al. [22], which investigated 4.7M

Android packages covering 27 app markets, mainly obtained from

AndroZoo [25]. Here, we explore third-party marketplaces that

attempt to mirror official stores, categorize the content on these

sites, and observe how curation strategies differ from those of the

official marketplaces. Furthermore, previous research has focused

on packages and metadata collection per individual site, instead

of a comparative study on third-party Android markets. To our

knowledge, our work is the most exhaustive comparative analysis

made between different mirror sites.

5 Discussion and Conclusion
We presented a large-scale measurement of metadata collected from

seven popular mirror sites for Android app distribution platforms,

in order to shed light on this relatively underexplored segment

of the Android app ecosystem. Our findings reveal that the scale,
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content, and roles of these services vary significantly, highlighting

a complex and diverse ecosystem beyond the official app stores.

Scale and Diversity. We identified that, during our collection

period, the targeted websites hosted a total of over 34M unique An-

droid package-version combinations. We measured characteristics

such as the package-version combinations’ upload dates, categories,

versions, and overlap between mirror sites. We find that not all mir-

ror sites aim or can replicate the content of the Google Play Store

in practice. This divergence can be observed in both the breadth

(more unique package names than the official store) and depth

(more package-version combinations of same package name) of

the catalogs they offer. Some mirror sites host a broader range of

packages, including several unique packages (e.g., APK Pure and

APK Combo) or multiple versions of the same package (e.g., APK

Mirror). In contrast, others include only a limited subset of what is

available in official app stores (e.g., Aptoide and APK Mirror).

Additionally, some mirror sites effectively allow the upload of

modified versions of packages, which further distinguishes their

catalogs from the official stores or strictly curated repositories. This

practice poses significant risks for users, especially when these app

stores do not securely vet modified packages or when they keep

outdated versions of packages with known security vulnerabilities

to increase the site’s catalog and number of visits.

Role of Mirror Sites. Our findings indicate that APK mirror sites

may serve a valuable role in providing access to applications for

users in regions where official app distribution platforms are un-

available or restricted. Additionally, they give an audience seeking

modified packages that cannot be distributed on Google Play due

to rights infringement, aka ’mod’ or ’modded’ packages, that offer

new themes, unlocked features, or unique versions of games and

messaging packages that also cannot be found on official stores.

At the same time, the business model of APK mirror sites may

also introduce notable risks. These platforms heavily rely on Search

Engine Optimization (SEO) strategies to attract traffic, which in

turn generates substantial advertising revenue. The maintenance

of extensive app repositories enhances SEO performance but simul-

taneously increases the likelihood of hosting unvetted, potentially

vulnerable, or malicious applications, given the lack of curation

inherent in many of these services.

Implications and Future Research. The differences between

non-official app stores show that they target different user needs

and have different goals. Understanding this variation on the An-

droid app distribution system is relevant to support future research

in various areas, such as malware analysis, app development, and

software engineering, by helping researchers select repositories

that match their goals and clarifying the limitations involved in

each app store analyzed. Our study also lays the groundwork for

future research on why users utilize these app stores, what security

practices and vulnerabilities are present in these platforms, and to

what extent these app stores contribute to malware dissemination

in the Android ecosystem.
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A Appendix
Ethical Considerations
In our research, ethical considerations played a pivotal role, par-

ticularly given the methodologies used for data collection. One

significant concern was the rate at which our web scrapers oper-

ated. Rapid scraping can impose financial burdens on site operators

due to increased bandwidth and server load, potentially leading

to substantial costs depending on their hosting agreements. To

address this, we carefully balanced efficient data collection with

minimizing site impact. We chose an average rate of 10 requests

per second per site, which we deemed a fair compromise, ensuring

timely acquisition while preserving fair access for other users. Ad-

ditionally, we deliberately avoided large-scale downloads of APK

files, which could have caused considerable egress traffic and as-

sociated costs. By focusing exclusively on metadata collection, we

significantly reduced the potential financial and operational bur-

den on the mirror sites. We believe our methodology balances the

need for large-scale empirical insight with the imperative to respect

infrastructure limits and site integrity.

https://www.apkmirror.com/
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Table 2: Mapping the relationship between categories from Google Play Store and Amazon Appstore.

Google Play Store* Unified Category Amazon Appstore
Books & Reference Books Books & Comics

Comics Magazines

Business

Productivity
Business

Productivity Productivity

Tools Utilities

Communication Social Communication

Social Social

Dating Dating -

Education Education Education

Entertainment

Entertainment
Movies & TV

Video Players & Editors Music & Audio

Music & Audio Novelty

Events

Lifestyle
Lifestyle

Lifestyle

Local

House & Home

Finance Finance Finance

Personal Finance

Food & Drink Food Food & Drink

Games Games** Games

Health & Fitness Health Health & Fitness

Parenting Kids Kids

Maps & Navigation Maps Transportation

Medical Medical Medical

News & Magazines News News

Personalization Personalization Customization

Photography Photography Photo & Video

Art & Design

Shopping Shopping Shopping

*All mirror sites followed a similar categorization structure to the Play Store, which allowed us to treat their category labels as equivalent. For APK Combo, an

app store that did not provide category information, we estimated each package’s category by cross-referencing it with listings on the other stores. For

example, if we found the package com.facebook.katana without a category associated, we would search for how it was categorized by Google Play Store,

Amazon Appstore, and the other mirror sites – in that order – to later categorize it as a ’Social’ app.

**The ’Games’ category includes the following subcategories: ’action’, ’adventure’, ’arcade’, ’board’, ’card’, ’casino’, ’casual’, ’educational’, ’music’, ’puzzle’,

’racing’, ’role playing’, ’simulation’, ’sports’, ’strategy’, ’trivia’, and ’word’.
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